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Tab 1



City of Key West Fire Department:

Thank you for the opportunity to respond to Key West's Request for Proposal (RFP #02-
015) for EMS Billing.

We are excited about the opportunity to partner with Key West to transform its current
medical billing model. As you read through this response, we hope you agree that Fire
Recovery EMS’ experience and transformation capabilities are well matched to Key
West's objectives for medical billing.

FR-EMS is an experienced leader in medical billing for more than 19 years. We began
EMS billing under the name Andres Medical Billing, a brand still used in lllinois and
Wisconsin to this day. We have a reputation for commitment to client service and
quality, and we provide client-focused practical solutions to improve billing efficiency and
claim processing for your municipality.

We would like to alert you to the fact that we have a proven history of partnering with
brand new EMS departments and helping them realize their full revenue potential. Fire
Recovery EMS has assumed the billing duties of numerous departments within the last
few years. We strongly encourage you to reach out to any of our clients for verification
of our services. We started with six municipal clients and now have close to 200 total
clients all across the country.

Fire Recovery EMS is proud to offer ESO Solutions’ ePCR product in this proposal.
Many of our clients also use ESO, and we believe that together we can offer the City the
best EMS billing package possible. We look forward to discussing our approach, further
refining our solution, and providing Key West with a billing solution that will enable the
City to achieve its expected results.

Patrick J. Mannix
Owner
Fire Recovery EMS

3343 North Ridge Ave.
Arlington Heights, IL 60004
Direct: 847-507-6645
pmannix@andresmedical.com
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Detailed Scope of Work

a. Fire Recovery EMS will provide billing and accounts receivable management services. We shall file
appropriate documentation with all necessary payers.

b. In 2013 we billed for 25 clients that each transported more than 3000 patients.

¢. We have a full time compliance officer on staff and working from our billing office. Her name is
Maryann Mahlman.

d. There are never any additional fees to our clients or our clients’ patients when they decide to pay via
credit card.

e. All EOB’s, payments, and correspondence of any kind are scanned and saved into our system using
Laserfiche.

f. We will work diligently to establish relationships with all of the City’s receiving hospitals.

g. Our billing software seamlessly integrates with virtually all modern ePCR systems (including ESO
Solutions, which we are offering to the City in this proposal).

h. We will allow 24/7 web-access to our billing system so the City may access detailed patient
information on any of their accounts.

i. We offer Crystal Reports to all of our clients. There are thousands of pre-existing reports and
practically innumerable possibilities for new reports.

j. Fire Recovery EMS is offering ESO Solutions’ ePCR product to the City. ESO does have an HDE model.
k. We will verify all patient insurance information.

I. Our office is staffed from 5:30am to 10:30pm Central Standard Time.

m. All patient calls can be recorded in our office for quality-assurance and security purposes.

n. Our billing system, RescueNet Billing, accepts NEMSIS data files.

0. Our reports can combine clinical data with financial data.

p. We provide a patient web portal (www.insupdate.com) for all listed activities.

q. Our customer service department has English and Spanish speaking representatives. All of our
correspondence is available in English and Spanish as well.

r. We will provide a dedicated Account Representative specifically to the City’s accounts.



s. Our office is separated into the following departments: Customer Service, Cash, Account
Representative, Sales/Marketing, Data Entry, Insurance Entry/Verification, Returned Mail, and Scanning.
No person works in multiple departments, ensuring a segregation of duties.

t. We will use the City’s incident numbers as our account numbers, thus providing continuity.

u. All required documentation and agreements will be filed and properly maintained with payers. Itis
our job to notify our clients of any important changes that occur in this industry.

v. We will provide training to the City’s personnel as requested. Typical topics that our clients request
training on include HIPAA, documentation, and signatures.

w. We will download PCRs from the City’s system. Data will be accepted electronically via secure
methods.

x. All payment information will be downloaded electronically whenever possible.
y. We will promptly submit claims to all insurance providers via electronic clearinghouses, unless not
accepted by the providers. Fire Recovery EMS will respond to all City requests and post

payments/adjustments related to probate and bankruptcy proceedings.

z. We employ coders who are certified by the National Academy of Ambulance Coding. All federal,
state, and local regulations shall be followed.

aa. All claims will be followed-up on and re-billed with the insurance companies whenever necessary.
bb. Reconciliation reports can be run for the City, just as they are for many of our clients.
cc. We can provide access to the City for reports and insight into billing performance.

dd. We have returned mail experts on staff who work diligently to obtain correct information. We
commonly use www.locateplus.com for issues pertaining to skip tracing.

ee. A variety of sources are used to determine insurance eligibility. Some of these sources include
Zirmed, NEBO, and NGS.

ff. A professional account representative will be assigned to handle all patient/payer concerns. We will
resolve all patient issues.

gg. Patients can submit or correct insurance information to us electronically via www.insupdate.com.
hh. A toll free phone number is in place for all patients.

ii. All City policies will be followed during every step of the billing process. All interaction with insurance
providers and patients will be copied or recorded.

ji. We shall maintain appropriate records in accordance with state records retention reguirements. We
have many security measures in place throughout every facet of our business. Our specific security



policies can be shared with the City if requested. A professional document disposal company is
employed to handle all of our shredding requirements.

kk. We will work with the City’s receiving hospitals to obtain/verify patient insurance and contact
information. Ideally, we will be granted electronic access to their systems. If not, will establish a
faxback relationship.

IIl. We will respond within one business day to the City, patients, and patient representatives on all
requests for information.

mm. Fire Recovery EMS will participate in face-to-face meetings on any topics as requested.

nn. We will maintain appropriate accounting procedures and provide for reconciling all payments, bank
deposits, receivables, billings, patient accounts, adjustments, and refunds between the City’s records
and our billing system.

00. All payments would be made payable to Portage County’s departments and sent to our post office
box. After the posting of payments, a deposit slip and cash receipts journal are generated and reviewed
for accuracy. Payments can be sent to the bank of your choice for deposit or can be mailed directly to
you.

We offer ACH deposits (Automated Clearing House), wherein your payments would be sent to our PO
Box, processed, and the funds are deposited electronically into a custodial account. Within three
business days, we send an EFT to the bank account of your choice for the total dollars deposited/posted.
This process eliminates the need to send checks through the mail and/or UPS, decreasing the likelihood
of payments being lost in transit and increases timely deposits. This deposit/transfer would be done on
a weekly basis. You would receive cash receipts reports so you can verify monies deposited and how the
payments were posted.

If this process of cash collection is unacceptable, we can customize a cash collection procedure that is
agreeable to the City.

pp. The City will be provided with copies of supporting documentation for refunds.

qq. Comprehensive reports will be provided to the City as scheduled or requested. There are never any
additional charges for any of our vast reporting capabilities.

rr. We will perform our due diligence on all accounts in order to prevent as many accounts as possible
from going to collections. When we send an account to a collection agency, we are not paid our fee o
that account if the collection agency receives any money. It is in our best interest to work all of our
clients’ accounts as quickly and as best as possible.

ss. We will schedule review of all unpaid accounts and send them to whichever collection agency the
City chooses to employ. We work with dozens of collection agencies across the country.

tt. We do not directly enroll patients with state debt set off or recovery programs. However, we do
work with collection agencies that will enroll patients in such programs if no payments are received after
their collection efforts are also exhausted.



uu. We will schedule and arrange payment plans for patients unable to pay the full account balance. All
City policies and procedures shall be followed.

wv. City personnel shall be provided with access to City accounts and any requested training will also be
provided as needed.

ww. We have disaster recovery plans in place (along with data redundancy and backup plans). Copies of
these plans will be made available to the City if requested.

xx. If awarded the contract, all plans for efficiently and smoothly billing City’s accounts will be in place
before the contract start date. Everything will be verified and tested in advance to reduce any and all
possible speed bumps once the contract begins.

yy. Copies of all manuals, system overviews, internal/external audits, or regulatory reports will be
provided to the City whenever requested.

zz. We are audited internally and externally routinely. Copies of our independent third party audit can
be provided to the City annually.

aaa. We will comply with all applicable federal, state, and local regulations. Our owners and
management team are members of numerous organizations detailed in this proposal that allow us to
keep our knowledge current on this industry. We believe that no Fire Recovery EMS client has ever
completed a CMS audit within the last five years.

bbb. We comply with SSAE 16 Type 2 (now called SOC | Type Il). A copy of our current audit is enclosed
within this proposal.

ccc. We are currently going through a HIPAA-HITECH audit. We have enclosed a copy of our remediation
plan. The entire audit should be completed within the next two weeks. Copies of the final audit can be
shared with the City if requested.

ddd. We agree with all requirements in this section regarding monthly reconciliation and payment of
invoices to the City.

eee. Fire Recovery EMS agrees to all stipulations in this section regarding being a successful proposer.



Business Plan

Organization Capabilities

Fire Recovery EMS (FR-EMS) is a corporation specializing in outsourced EMS billing. FR-
EMS began municipal billing operations as Andres Medical Billing, Ltd. in 1995 with six clients
and has grown to service roughly 200 agencies, including large municipalities, fire protection
districts, volunteer departments, small rural departments, and private ambulance services. The
brand Andres Medical Billing is still used to this day in the Midwest. In 2013, we processed
more than 400,000 transports for our clients.

We are excited about the opportunity to partner with the Key West Fire Department to develop a
successful billing model and are committed to performing the services within our proposal. As
you read through this response, we hope you agree that FR-EMS’ experience and transformation
capabilities are well matched to your objectives for ambulance billing.

Fire Recovery EMS, an experienced leader in ambulance billing for over 19 years, has a
reputation for commitment to client service and quality. We provide client-focused practical
solutions to improve billing efficiency and claim processing for our customers.

We would like to draw your attention to certain key features that differentiate our response from
alternatives:

Customized account services
Advanced technology and software
Experience

Cost effective solution

000D

Our staff of more than 130 employees have decades of experience in the ambulance industry.
They are some of the most qualified people in the industry, with in-depth knowledge of the
Centers for Medicare and Medicaid Services (CMS) regulations. While most companies have
chosen to split their attention among other areas, we solely bill for ambulance providers. This
dedication to the industry has led to the development of proprietary methods designed just for
transport services.

Our services will reduce your administrative functions and costs so that you can focus on other
departmental needs. We are capable of handling the volume of patients and the scope of service
that Key West will require.

Our goal is to not only provide customized EMS billing solutions that reduce your costs while
increasing your revenue, but also do so in the most efficient and compliant manner available.



Proposer Solutions

All of our services can be individually customized to fit your particular specifications. Working
in partnership, we plan and implement billing and reporting systems that best meet your
requirements.

Software

Our billing software is RescueNet Billing through Zoll Data Systems. Zoll Data Systems has
been providing Windows-based EMS software solutions since 1993. They have more than 760
customers in the U.S., Canada, Australia and the UK using one or more of their products.
RescueNet Billing is in use at over 430 organizations. We have been using the software for more
than seven years.

RescueNet Billing automates the billing process so you can get paid on time. Its intuitive
features help our employees organize their workday and avoid mistakes that can lead to denials.
RescueNet keeps claims from slipping through the cracks, speeds up collections, and generates
powerful business analysis and productivity reports, all while being Medicare, Medicaid, and
HIPAA compliant. It also monitors claims for errors, which reduces receivable turnaround time
and helps maximize cash flow.

Data Exchange
We currently support data exchange of PHI (Protected Health Information) electronically

through a secure website by XML and/or PDF file, fax, encrypted email, US mail, or UPS
delivery. Data exchange is done at your discretion. Our software allows us to interface with
many ePCR systems, however, we anticipate a completely seamless integration since we are
offering ESO Solutions’ products, and we have such extensive experience working with
departments that use this technology.

Fire Recovery EMS uses a secure messaging system to send and receive secure email messages
with our clients. The system provides a secure, encrypted email message without having to
install anything. Our PGP server hosts a secure site that registered users can access to read and
download files and messages to and from our staff. The PGP screens outgoing messages/files for
certain sensitive data and will force those messages/files to go through the secure system.

FR-EMS has successfully integrated with all types of billing and payment processes. We will
meet with Key West to ensure the transition process is done quickly and smoothly for you and
the patients that you transport.



Billing and Collection Process

Model Bill Schedule

This bill schedule is a generic model, it can and will be customized to meet the needs and
requirements of your department. We can set up specific bill schedules for residents and non-
residents, depending on your preferences. Some clients use more aggressive methods of
collections for their non-residents versus residents.

IL.

111

IV.

VL

Receipt of Patient Care Report

On a daily or weekly basis, your run reports are sent to us via your preferred
method. Our Certified Ambulance Coders review the transport so it can be coded
and billed for the services provided. Our staff is thoroughly trained to accurately
disseminate the information from the ambulance report and code the run properly
for billing.

Printing and mailing of initial invoice*

Printing and mailing of the initial invoice will occur within 48 hours of
entering into our system. (Total time from receipt of ambulance report to
mailing is a maximum of 72 hours). */nvoices are mailed only if no third-
party insurance information is received.

We would work with your receiving hospitals to develop a relationship wherein
patient information can be exchanged.

Printing and mailing of letter and phone call to patient
A letter is sent thirty (30) days following the mailing of the initial invoice. It

simply states the patient was transported and that we do not have any insurance
information. There are no negative phrases on this letter. We also call the patient
and ask them to provide us with their insurance information.

Printing and mailing of statement
A statement is sent thirty (30) days after the letter. The statement simply states

the patient name, address, and balance due. There are no negative phrases on this
form.

Letter
A letter is sent thirty (30) days after the statement. This again is a request for
insurance information.

Final Notice
A final notice is sent thirty (30) days after the second letter.



VII.  Phone call to patient
Fourteen (14) days after the Final Notice, a call would be placed to the patient.
This conversation would explain that the invoice is seriously past due and
payment must be immediately sent. If there is no viable response to this phone
call, our representative would explain that their account could be sent to
collections if no payment or insurance information is received.

VIII. Send to Collection Agency, if applicable
Accounts can be turned over to the collection agency chosen by Key West. We

work with dozens of collection agencies across the country and do not have an
issue working with whichever agency a client requests.

Prior to mailing invoices, all addresses are electronically reviewed for accuracy. Non-standard
addresses are returned automatically with the USPS return code. At this point, we would follow-
up with the hospital and/or hospital face sheet to verify and resend the bill. We also have an
address change service wherein the USPS will return “forwardable” address changes to us
electronically. Lastly, out-going mail goes through a National Change of Address link, which
locates change of address and identifies “moved left no forwarding address,” and that new
information is returned to us electronically.

We have a return mail specialist on-site. She uses different methods to obtain legitimate
addresses, including Lexis/Nexis, Melissa Data.com, AT&TDirectory.com, locateplus.com, and
switchboard.com to confirm names, addresses, social security numbers, and telephone numbers.

Subsequent Billing Invoices and Correspondence
It is at the discretion of the City as to which communications its patients will receive. Our

invoices are standard (request for insurance letter, balance due statement, insurance denial letter,
Medicare/Public Aid denial, installment payments, etc.). All invoices and correspondence are
also available in Spanish, if necessary. Examples of invoices and correspondence have been
included in this proposal for review.

Customer Service

All inquiries are handled through our office. We have English and Spanish speaking customer
service representatives. We have an 800 number in place for our existing clients’ patients. Our
office is staffed between 5:30 a.m. and 10:30 p.m., Monday through Friday, Central Standard
Time. The phone is answered “Billing Department, ____ (name) speaking.” This telephone
number is printed on all invoices, correspondence, and insurance forms. Patient name, ticket
number and/or account number identifies the patient. The ticket number is the actual run number
that each fire department utilizes. This gives continuity to the fire department and the billing
office. Once the patient is identified, the parameters set by the City will be implemented,
including installment payment plans, hardships, etc.



All inquiries, including records requests, are handled in accordance with HIPAA requirements.
We follow whatever instructions our clients give us for these requests as well. Some clients
prefer requests for run reports from patients or attorneys are forwarded directly to them. Others
want us to handle those requests in our office. We are happy to assist our clients either way.

Patients are also able to contact us through our website (www.insupdate.com). Patients can
email us their insurance information and/or contact us with any questions or concerns.

We believe it is important that the patients we contact on your behalf are treated with dignity and
respect. Most of the people we contact have had a medical emergency which may have been life
threatening. Having compassion and understanding helps us in our goal of collecting for
services rendered. Our responsibility is to not only collect as much as a possible, but to represent
Key West in a manner in which we can both be proud. We have the expertise, experience, and
professional disposition that is required for this project.

Electronic Claims Processing

Prior to submission, RescueNet Billing scans all electronic claims to ensure that pertinent
information is not missing or invalid. This audit system enables us to review claims for
duplication and/or accuracy before they are submitted, thus reducing the denial rate and
increasing cash flow. Once a claim is sent, our system generates a reminder 30 days from the
date of transmission to alert our personnel to check the status of the claim.

We submit all Medicare and Medicaid claims electronically in ANSI (American National
Standard Institute), HIPAA compliant, and encrypted format. Medicare claims are sent through
the appropriate clearinghouse. Private insurance claims are also encrypted and submitted
electronically on a daily basis through ZirMed, which is a clearinghouse for all private insurance
claims.

We also have the capability to check eligibility and claim status using three web-based insurance
research tools: ZirMed, NEBO Systems (eCare), and Medicare SNAP.

ZirMed enables us to check patient eligibility and the status of private insurance and Railroad
Medicare claims. Within two days, we know if a claim is being denied or paid. Also, if an
insurance company does not accept electronic claims, we can download an HCFA form from
ZirMed and mail the claim directly to the insurance carrier.

NEBO Systems, Inc., eCare Online, enables us to check private insurance and public aid
eligibility and verification, claim status, precertification, medical necessity tools, and perform a
UPIN search.

Medicare SNAP enables us to check Medicare eligibility, coordination of benefits, and claim
status.



These tools help decrease the turn-around time for claims. Within days, claims can be reviewed
to determine whether they will be paid or denied. Properly submitted claims increase timely
cash flow and decrease the denial rate.

If a claim is denied, our staff is knowledgeable and experienced at handling appeals and will
continue after the first appeal stage to aggressively pursue payment on claims. The patient is
notified of any problems that we encounter with their insurance carrier so we may work together
to successfully settle the claim. As many patients are unfamiliar with the insurance industry, we
feel it is important to assist them in each stage of the appeal process. We find it to be beneficial
to our clients to take a claim further than one appeal.

Cash Collection

All payments would be made payable to the Key West Fire Department and sent to our post
office box. After the posting of payments, a deposit slip and cash receipts journal are generated
and reviewed for accuracy. Payments can be sent to the bank of your choice for deposit or can
be mailed directly to you.

We offer ACH deposits (Automated Clearing House), wherein your payments would be sent to
our PO Box, processed, and the funds are deposited electronically into a custodial account.
Within three business days, we send an EFT to the bank account of your choice for the total
dollars deposited/posted. This process eliminates the need to send checks through the mail
and/or UPS, decreasing the likelihood of payments being lost in transit and increases timely
deposits. This deposit/transfer would be done on a weekly basis. You would receive cash
receipts reports so you can verify monies deposited and how the payments were posted.

If this process of cash collection is unacceptable, we can customize a cash collection procedure
that is agreeable with the City.

We also accept Visa, MasterCard, American Express, and Discover for patients’ convenience.
There are no additional charges to a patient if he/she decides to pay via credit card.

Statistical Reports

We use Crystal Reports through RescueNet. Crystal Reports is an award-winning custom report
designer. There is a multitude of accounting and service oriented reports that can be generated
for you. There are numerous variations of reports with different methods of sorting (e.g.
response time, payer types, number of invoices produced, etc.). These can be produced for any
time period specified. Under normal circumstances these reports are run on a monthly basis. We
can provide other specialized reports as needed, upon request.

The following are typical reports that would be sent to you each month:



Aging Reports
An aging report is run on a monthly basis. This report details the status of all

outstanding claims/accounts, including private pay, Medicare, Medicaid, and private
insurance.

Credit Reports
Credit reports detail the total amount of monies collected, refunds processed,

adjustments, and write-offs for the month. It also details the total amount collected
from Medicare, Medicaid, private insurance, and private pay. This journal can be
customized to sort this information by resident versus non-resident and other different
parameters.

Trip Detail Reports

A ticket survey details all transports billed for the time frame requested. This can be
sorted by date of service, pay source and patient. A ticket survey can be done in
detailed or summary format.

These reports can be sent to Key West via our secure website. We also have the capability of
supplying these reports in Excel and WORD format. We are agreeable to sending all reports
mentioned in the RFP to the City. Additional reports will also be sent upon request. We have
included many copies of example reports in this proposal for review.

Document Control and Records Management
We also use a document management, records management, and document imaging software

program called Laserfiche. All insurance request forms, ambulance reports, correspondence, and
payments are scanned into this program. This allows us the capability to have all documents
pertaining to our clients readily available and in a format wherein they can be sent electronically.
This is why we are able to respond to all client inquiries in such a speedy fashion. There are no
additional charges for our document retention and storage. In fact, there are no additional
charges for any of our services.



Training Philosophy

Compliance Programs
We utilize two outside services which keep us abreast of all legal issues regarding EMS billing

and compliance, the American Ambulance Association and Page, Wolfberg & Wirth.

We are also members of the Wisconsin Fire Chiefs’ Association, Illinois Ambulance
Association, Illinois Fire Chiefs’ Association, Illinois Association of Fire Protection Districts,
Illinois Fire Service Administrative Professionals, and Illinois Government Financial Officers
Association. Our involvement with these organizations keeps us current on EMS related issues
and industry changes.

On a monthly basis, we have internal reviews of our coding and billing procedures to ensure all
federal, state, HIPAA, and other statutory requirements are met. Coding and billing procedures
are the most important aspect of this industry as they allow us to maximize collections in a
timely fashion.

To ensure full compliance, we follow a billing and reimbursement compliance program designed
specifically for FR-EMS. We even specifically employ a Compliance Officer who monitors the
ones doing the monitoring.

HIPAA
In compliance with HIPAA Privacy Rule 164.530(c)(1), we will comply with all state, local, and
federal regulations for the implementation of security measures.

Our HIPAA Compliance Officer, Maryann Mahlman, keeps our staff educated and trained on
any new compliance issues. Each employee signs a verification of our initial training session
and this form is part of his or her employee file. Confidentiality of ambulance reports and the
subsequent invoices are of the utmost importance. Our policy manual states this in an explicit
manner. All new employees are informed of this in detail. We release no information without a
HIPAA authorization executed by the patient.

Training & Communication

We can provide on-site training to your EMS staff on documentation and medical necessity. We
can also supply on-site HIPAA training to Key West personnel, EMS staff, or any other
individuals you feel would benefit from such training. Maryann Mahlman, our Compliance
Officer, or other members of management would be available to supply this training upon
request at no additional charge to you.

We believe in having frequent, productive dialogue with a client. If one of our clients has a
problem, we have a problem. If there are open lines of communication, any issues that may arise
will be caught and corrected much sooner than if the two parties rarely talk to each other.
Frequent communication would allow us to suggest any alterations or additions to the City’s
reporting techniques. We also believe in forwarding any information to our clients when any of



their patients complain about or compliment the level of care they received, if the client desires
such feedback about the level of service they are providing to their citizens.

Customer Survey
We can also include a customer survey/informational brochure to be sent to your patients at no

additional charge to you.

If we are fortunate enough to work with Key West for a period of time and the City decides to
select another billing vendor after our contract expires, we will cooperate and help facilitate the
transition process to the new biller. We are thankful to have been awarded many new contracts
over the last few years and know just how aggravating it can be when an outgoing biller decides
to create problems. It is our stance as a company to assist in any transition process. We believe
it is completely disrespectful to our client to behave any other way.



Additional Services

We have the ability to bill for additional services of motor vehicle accidents, car fires, Hazmat,
vehicle/personnel use, false alarms, and inspections. More than 360 cities and fire departments
across the country utilize these services and generate additional revenue.

We have already touched on fighting denials for our clients, but we have not yet mentioned
audits. We believe it is part of our job to assist a client if they are ever subject to an audit. Itis
something that occurs in our industry frequently and is something that we are quite comfortable
handling. We will be there every step of the way.

Additionally, some of our clients choose to audit our work annually. We completely understand
the many reasons a client would want to audit their biller. Any client (or their agent) who audits
our work will receive the utmost compliance and assistance.

Technology
We have an on-site IT Manager who is available to assist with any technology issues you may

have.

We understand that the City may want to utilize new equipment, such as iPads or Toughbooks, in
the field. Fire Recovery EMS will offer to finance any of these purchases if the City deems that
it is in its best interests. We believe in going above and beyond for our clients, so we’re always
looking at ways to offer our clients things that other companies may not be willing to offer.

We are proud to offer ESO Solutions’ products within our proposal. We are offering ESO’s
ePCR Suite, Fire Suite, ePCR Mobile, QuickSpeak, CAD Interface, Monitor Interface, Billing
Interface, and software training. These wonderful products are explained and presented in
ESO’s Tab of our proposal. Many of our clients use their products, and we are quite confident
that ESO is one of the premiere ePCR companies on the market today.



References

Fire Recovery EMS is fortunate enough to be able to work with nearly 200 fire departments,
private ambulance companies, and EMS departments. We proudly work with all size
departments. Some of our clients transport 50 patients per year; others will transport more than
50,000. We have included sample invoices that are used by these clients in another Tab.

We would be more than happy to furnish Key West with our full client list, if so desired. Please
feel free to contact any and all of our clients. You should never just take a billing company’s
word that it functions successfully. We believe in operating with complete transparency and
would love for you to speak with our clients directly. Fire chiefs and finance directors tend to
give you their honest opinions when asked. We would be proud for any of them to speak on our
behalf.
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Cost of Services to the City

Fire Recovery EMS is privately owned and controlled and as such does not publicly report its
financial information. Banking and financial references will be provided upon request to
confirm our capability to complete this contract if the City determines that our proposal is the
winner or a finalist.

FEES

We were very pleased to have been engaged by Key West Fire Department personnel many
months ago to do studies and revenue forecasts. The last completed revenue forecast is included
in this section. KWFD gave us last year’s transportation numbers and charges from the private
company actually doing the transporting. No definitive or potential transportation fee schedules
were provided in this RFP. Therefore, we have taken the fee schedule previously provided by
KWFD as the basis for all of our fees for service moving forward. Our fees listed in this section
are contingent upon the KWFD setting transportation fees roughly equivalent to the rates
previously given to us. If the KWFD drastically alters their rates, we may not be able to offer
our services for the following percentages.

Option A: If the City should decide to engage an ePCR company separately from a billing
company, we would charge 4.95% of all dollars collected for our fee. Option B: If the City
would like to engage our services and have us pay for ESO Solutions’ products (all products
listed in the provided quote), we would charge 8.2% for the first year of the contract and 6.15%
for every year after. Option C: If the City would like to sign a three year contract to engage our
services and have us pay for ESO Solutions’ products (all products listed in the provided quote),
we would charge 6.8% every year for the three years.

We utilize two outside services which keep us abreast of all legal issues regarding EMS billing
and compliance, the American Ambulance Association and Page, Wolfberg & Wirth.

We are also members of the Wisconsin Fire Chiefs’ Association, Illinois Ambulance
Association, [llinois Fire Chiefs’ Association, Illinois Association of Fire Protection Districts,
Illinois Fire Service Administrative Professionals, and Illinois Government Financial Officers
Association. Our involvement with these organizations keeps us current on EMS related issues
and industry changes.

On a monthly basis, we have internal reviews of our coding and billing procedures to ensure all
federal, state, HIPAA, and other statutory requirements are met. Coding and billing procedures
are the most important aspect of this industry as they allow us to maximize collections in a
timely fashion.



The direct economic benefit to the City by selecting Fire Recovery EMS can be quantified to be
roughly $1,000,000. EMS transports were formerly done by a private company in Key West.
By having the KWFD transport its own patients, there is a great revenue stream now available.

We spent many hours analyzing the data that KWFD personnel provided to us at the beginning
of this year. Using formulae that we have created over the course of many years for various fire
departments, we have concluded that the anticipated number of transports should generate a
dollar amount right around $1,000,000.

This projection is based on the volume and rates provided to us previously. Obviously, if the
KWFD ultimately decided to charge half or twice as much as earlier listed amounts, the bottom
line would be greatly impacted.



ESO Solutions, Inc.

; +m 9020 N. Capital of Texas Hwy.
=0] Building I1-300

soLuTIONS Austin, TX 78759
ESO CONTACT DETAILS
Prepared By Tammy Bourassa Phone (866) 766-9471 .
E-mail tammy.bourassa@esosolutions.com Fax (512) 687-5180

CUSTOMER CONTACT DETAILS

Contact Name Brandon Shallcross Quote Number 00003523
Bill To Name Key West Fire Dept Created Date 10/1/2014
Bill To 1600 N Roosevelt Blvd Expiration Date 10/31/2014

Key West, Florida 33040

QUOTE LINE ITEMS

Total

Product Quantity List Price Discounts Line ltem Description

Price

ePCR Suite 3,750 - 5,000 {
Incidents i

i ‘ | i
1.00$7,995.00  $800.00 | $7,195.00 | Billing Partner Discount; Annual Subscriiption
\ i |

Fire Suite 1,250 - 2,500 Incidents

$250.00 | $2,245.00 | Billing Partner Discount; Annual Subscription

ePCR Mobile i 8.00! $695.00 $560. 00 $5,000.00 Blilmg Partner Discount; One Time Fee
| |
B Ani
QuickSpeak ! 8.00 i $98.00 $80. 001 $712. 00 Illmg Partner Discount 8 Mobile Units; Annual Subscription
Interface - CAD ; 1.00| i | $9,995.00 ' $1,000.00 | $8,995. 00 Billlng Partner Discount; One Time Fee

Interface - Billing (NEMSIS

$200.00 ' $1,795.00 \ Billing Partner Discount - Waived; One Time Fee

Interface - Monitor ‘ 1.00 ‘ $3,995. 00‘ $400.00 | $3,595.00 | Bllhng Partner Discount; One Time Fee
! |
| 1.00)$1,995.00

\ J

Export)
Services - Training 1.00 | $995.00 | $0.00 i $995.00 1 1 day onsite Training; One Time Fee
Services - Training Travel Costs L 1.00| $1 ,250.00 $0.00 $1,250.DO 1 day onsile training; trainer travel costs; One Time Fee

Full Price $35,072.00
Sum of Discounts  $3,290.00
Grand Total $31,782.00
NOTES
1. The subscription rate is based on volume and wili be re-evaluated on an annual basis.
2. Further terms and conditions apply as defined in the ESO Subscription Agreement.
3. If your organization is not tax exempt, sales tax will be added where applicable.
4. Additional charges from your billing and/or CAD vendar may apply and should be discussed with that vendor.

THANK YOU FOR CONSIDERING ESO SOLUTIONS



£T'vP9'EERS
T€992°286 S

anuanay 19N
anuanay |ejoL

8T°279'8¥S 40 %S6°Y = 824 INQ
79'85€$ = podsues] 13d pa3da||o) § adesany

G awnsse - 33e3|IN 4.

00'Z1£°9Z S |%or 0008299  $ €111 00¢T S ++3323|IN
ST'T169°C1T S |%09 S/°818°/8T S |IS'00€ %LT |ouesnsu| JBLIO 00'529 S
SL'8EL'S S |%01 05'L8E'L6 S |28'ssT %P1 lusiied 00'SZ9 S
05°Zro’se S |%09 0S'LELTY S |8L99 %9 $50J) 3njg 00°5Z9 5
8LEVB'Y S |%08 ZL'¥S0'9 S |esvy % ptedpay 009¢T S pamojv
16°0£8'T9T S [%08 v9°'887°20C S |LE'SYS %6Y aledIpaN|ETTT 26'0LE S pamo|iv
00°5¢9 S
A9y |ejjualod adejuaniad| sadiey) |0l sjed e X1A J0Aed XI JoAed| sjjed jelol adieyd s1g
uonajjo) adesany 10} /o3ejuaniad| jo adejuadlad
00°'895'8€ S |%ov 00°0Z%'96 S L09T 00ZT S *+08E3|IIN
09°00€'vET S |%09 00'T0S'06E S |68EEY %LL oueINsY] JIBYIO 00°006 S
0z'8vz'0T S | %01 00Z8¥'T0C S |86'WLL %Y1 waned 00°006 S
08'990°ZS S |%09 00'84L°98 S |2v96 %9 §5043 3nig 00°006 $
95'0LL°6 S (%08 0z €1Z'CT S |8Zv9 %t pledpaiy 00061 S pamoyy
EVTLY LLT S |%08 62°6E8'9VE S |EV'L8L %6v 2JeJIPaN|L09T LY’ OvY S pamo|ly
00006  $
AQY |enuajod 28ejuaniad sadiey) jejoL s|ied |e x|\ JoAed XIN 10Aed| sjed jejol adsey) S1v
uo1399|)0) d8esany jo1/a8e3uadiad| jo 28ejuadiad
00795t S |%0v 00°0¥L1S 6T 00°Z1 S «+9983IN
02°0LL'2 S |%09 00°LT9'PS E€T’s %WLT aJueinsu| 13Ylo 00°006 S
Ov'6ET S |%0T 00'¥6€°2S 99'¢ %1 uaned 00°006 S
09°S19 S |%09 00920°T$ vl %9 55040 an|g 00006 )
oo'zst S |%08 00°06T$ 9L°0 %t pieatpaN 00'0s¢ S pamoly
EBVLY S |%08 0v'SE6'SS €6 %6 21edIpaN|6T €9°LE9 S pamollv
00°006S
ARY |elUBO0d afejuaniad| sodsey) |ejol s|ed je XjINl JoAed i 10Aed| sjie) jerol adieyd s
u0I1329]0) 23esany uo:amuucu“:wn_ J0 adejuadiad




Tab 4



Experience and Capacity of Firm

We began municipal billing operations in 1995 with six clients and have grown to service
roughly 200 agencies, including large municipalities, fire protection districts, volunteer
departments, small rural departments, and private ambulance services. In 2013, we processed
more than 400,000 transports for our clients.

We employ 130 people who work tirelessly to get our clients’ claims paid as quickly as possible.
Our reputation and results have helped us to experience continuous growth over the years. We
have become extremely skilled at setting up new clients and transitioning them from their
previous billers to our service.

Fire Recovery EMS and ESO Solutions share many common clients. We have been receiving
PCRs and data files from ESO for many years. ESO has generously provided us with references
and detailed product information which has been included in this proposal. There is no doubt
that we can combine our products and services to offer the Key West Fire Department an
impeccable billing and ePCR service.

We employ coders who are trained and certified by the National Academy of Ambulance Coding
(NAAC). We continuously monitor their work and results to make sure that our lofty standards
are being met. We are enclosing a copy of some of their CEUs from last year as proof of the
training and education that they must complete.

We proudly partner with 25 agencies that transported more than 3000 patients last year. Some of
these have been with us for 15 years while others have recently decided to switch to us within the
last two years.

A-Tec Ambulance (21,572); Calumet City FD (3,143); City of Aurora (8,945); City of Des
Plaines (4,051); City of Elgin (6,188); City of Granite City (3,234); City of Janesville (4,768);
City of Joliet (12,467); City of Naperville (5,787); City of Waukegan (5,601); City of Waukesha
(3,736); Clayton County (15,826); Evanston FD (4,701); Kurtz Ambulance Service (64,238);
Lockport Township FPD (4,201); Midwest Medical Services (17,096); Oak Lawn FD (4,253);
Orland Fire Protection (3,973); Palatine FD (3,582); Rescue Eight Paramedic Service (20,322);
Schaumburg FD (4,440); Tri-City Ambulance (4,418); Village of Arlington Heights (4,876);
Village of Hoffman Estates (3,080); Wheaton FD (3,191)



Andres Medical Biling 2013 CEUs

First_Name Last Name Empiloyer Nama Onginal CAC Recert Due CourseName Course Date M CEUs Vendor CertificationYear
Andres Medicel Billing |May 32010 |Aug 31 2014 PWW - HIPAA || Webinar - The Big Overhaul of Secur Feb 52013 1 2’9; Wotfberg & Wirth 2013
Andres Medical Biling [May 32010 |Aug 31 2014 |WPS - Ambulance Teleconference - Jan 2013 Jan 16 2013 1 1.5|Wisconsin Physicians Service 2013
Andres Medical Billing {May 3 2010 312014 | TriTech - Resourceful and Efficient Ambulance Bill Jun 52013 8 1| TriTech Emergency Medical Systems, Inc. 2013
Andres Medical Billing |May 3 2010 |Aug 31 2014 |2013 Mandatory CEU Package Mar 72013 1 AINULL 2013}
Andres Medical Billing |May 3 2010 312014 [NHIC - ICD-10 Terminology Aug 72013 2/ A[NHIC 2013
Andres Medical Bilting [May 32010 |Aug 31 2014 |WPS - Medicare A & B Incident to Services - Docume Jul 23 2013 3]  1.5|Wisconsin Physicans Service 2013
Andres Medical Billing |May 32010 {Aug 312014 [TriTech - Top Documentation Challenges From A Comp |Jul 26 2013 3 1| TriTech Emer Medical Systems, In¢ 2013
Anares Medical Billing |May 32010 |Aug 31 2014 |Zoll - What Everyone Should Know About Billing & D Sep 13 2012 9 1]Zoll, Inc. 2013
Andres Medical Billing |May 32010 |Aug 312014 |2012 abo3 Update Webinar Serles - Part lil Dec 62012 1 1}Page Wolfberg & Wirth 2013
Andres Medical Billing |May 32010 |Aug 312014 |WPS - Ambulance Teleconferencs - Jan 2013 Jan 16 2013 11} 1.5|Wisconsin Physicians Service 2013
Andres Medical Billing |May 32010 |Aug 31 2014 |Novitas - Ambulance Services Webinar Jan 18 2013 [} 1|Novitas Solutions, Inc 2013
Andres Medical Biling |May 32010 [Aug 312014 |Cahaba GBA - Medicare 101 - Understanding Medicare Feb 12 2013 6 1|Cahaba GBA 2013
Andres Medical Biling |May 3 2010 [Aug 31 2014 |NHIC - ICD-10 Terminology Feb 202013 2 1|NHIC 2013
Andres Medical Biling |May 32010 |Aug 312014 [NHIC - Ambulance Basics & Billing for Medicare Pro Feb 27 2013 ] A1INHIC 2013
Andres Medical Billing |May 32010 |Aug 312014 |TriTech - Resourceful and Efficient Ambulance Bill Jun S 2013 Bl 1{TriTech Emergency Medical Systems, Inc. 2013
Andres Medical Billing [May 32010 [Aug 312014 |2013 Mandatory CEU Package Mar 72013 1 4|NULL 2013,
Craig Andres Medical Biling |May 32010 |Aug 312014 |WPS - Ambutance Teleconference - Jan 2013 Jan 16 2013 11| 1.5]|Wisconsin Physicians Service 2013
Craig Andres Medical Billing |May 32010 |Aug 312014 |Novitas - Ambulance Services Webinar Jan 18 2013 ] 1] Novitas Solutions, Inc 2013
Craig Andres Medical Billing |May 32010 [Aug 312014 |PWW - HIPAA Il Webinar - The Big Cverhaul of Secur Feb 52013 1 Page, Wollberg & Wirth 2013
Craig Andres Medical Billing |May 32010 |Aug 312014 |Cahaba GBA - Medicare 101 - Understanding Medicare |Feb 12 2013 8 1|Cahaba GBA 2013
Craig i il 1 2014 |NHIC - ICD-10 Terminol Feb 13 2 1{NHIC 2013
Craig Aug 312014 _|NHIC - Ambutance Basics & Biliing for Medicare Pro Feb 27 2013 ] 1]NHIC 2013
Marcie Craig Andres Medical Billi May 32010 |Aug 312014 12013 Mandatory CEU Package Mar 72013 1 4|NULL 2013
Marcie Craig Andres Medical Billi May 32010 |Aug 312014 |TnTech - Top Documentation Challenges From A Comp | Jul 25 2013 2 1|TriTech Emergency Medical Systems, Ing. 2013
JEAN DAVIS Andres Medical Billing |Apr 7 2010 | Apr 3072016 |WPS - Ambulance Teleconference - Jan 2013 Jan 16 2013 11 1.5 Wisconsin Physicians Service 2013
JEAN DAVIS Andres Medical Billi Apr 72010 _|Apr 302016 |Novitas - Ambulance Services Webinar Jan 162013 6 1| Novitas Selutions, Inc 2013,
JEAN DAVIS Andres Madical Billing |Apr 7 2010 |Apr 30 2016_|Cahaba GBA - Medicare 101 - rstanding Medicare |Feb 12 2013 ]| 1|Cahaba GBA 2013
Andres Medical Billing {Apr 7 2010 |Apr 30 2016 NHIC - iCD-10 Terminology Feb 202013 2 1|NHIC 2013]
Andres Medical Biili Apr 72010 |Apr 302016 [2013 Las Vegas abc3 Conference - Mandatory CEUs Mar 21 2013 1 4;Pye ‘Wolfberg & Wirth 2013
Andres Medical Billing |Apr 72010 [Apr 30 2016 [2013 Las Vegas abc3 Conference - Elective CEUs Mar 21 2013 11 8P Wollberg & Wirth 2013
Andres Medical Billing | Aug 30 2010 |Dec 31 2014 | TriTech EMS - Best Practices for EMS Billing Webin Jun 28 2012 8 1|TriTech Emergency Medicai Systems, Inc 2013
Andres Medical Billing |Aug 30 2010 [Dec 31 2014 | TriTech EMS - How to Get Your Crews to Document Ef Aug 30 2012 11 1|TriTech Emergency Medical Systems, inc 2013
Andres Medical Billing | Aug 30 2010_|Oec 31 2014 | TriTech - Top Documentation Challenges From A Comp _ | Jul 25 2013 3 1|TriTach Emargency Medical Systems, inc. 2013
Andres Medical Billing | Aug 30 2010 |Dec 31 2014 TriTech - Ry ceful and Efficient Ambulance Bill Jun 52013 Ll 1| TriTech Emargency Medical S ms, Inc 2013
Andres Medical Billing |Aug 30 2010 |Dec 31 2014 |Anything You Write Will Be ainst You - Webl May 31 2012 3 1| TriTech Emergency Medical Systems, inc. 2013
Andres Medical Billing {Aug 30 2010 | Dec 312014 [TriTech Webinar - Health Care Reform: Charting You Nov 14 2013 6 1] TriTech Emer; Medical Systems, Inc. 2013
Andres Medical Billing |Aug 30 2010 |Dec 312014 [NGS - Medicare Ambulance Coverage Nov_ 12011 [ 1}NGS Medicare 2013
Jessica Gird-Blaskowsid | Andres Medical Billing | Aug 30 2010 }Dec 312014 NGS - Ambulance 101 Fsb 82013 6 1}NGS Meadicare 2013
Jessica Girg-Blaskowski | Andres Medical Billing |Aug 30 2010 {Dec 31 2014 |NGS Medicare - Medicare Secondary Payer. identify! Nov 25 2013 ] 1|NGS Medicare 2013/
Jessica Gird-Blaskowski |Andres Medical Billing [Aug 30 2010 |Dec 31 2014 |2013 Mandatory CEU Package Mar 72013 1 AINULL 2013
Susan Grady Andres Medical Billing |Apr 182011 _|Apr 30 2015 _JNHIC - Overpayment Process May 30 2012 8 1|NHIC 2013
Susan Grady Andres Medical Bilfing | Apr 15 2011 |Apr 302015 |NHIC - Ask the Contractor Telsconference Mar 7 2012 8 1|NHIC 2013
Susan Grady Andres Medical Billing |Apr 19 2011 |Apr 30 2015 |WPS - Ask the Contractor Teleconference Jun 12 2012 6| 1.5|Wisconsin Physicians Service 2013
Susan Grady Andres Medical Billing |Apr 19 2011 |Apr 30 2015 |NHIC - ICD-10 - impact on Clinical Documentation & Mar 21 2012 8 2|NHIC 2013
Susan Grady Andres Medical Billing |Apr 18 2011 |Apr 302015 [TnTech EMS - Best Practices for EMS Billing Webin Jun 28 2012 9 1| TriTech Emergency Medical Systems, Inc 2013
Susan Grady Ancires Medical Biling | Apr 192011 _|Apr 30 2015 _|Novitas - Ambulance Services Webinar Jan 18 2013 6, 1| Novitas Solutions, Inc 2013
Susa Andres Medical Billing | Apr 19 2011 Apr 30 2015 PWW - HIPAA || Webinar - Tha Overhaul of Secut Fep 32013 1 2|Page Woifberg & Wirth 2013
Andres Medical Billing |Apr 19 2011 {Apr 30 2015 |Cahaba GBA - Msdicare 101 . Understanding Medicare |Feb 12 2013 6 1|Cahaba GBA _;_1;1
Andres Medical Billing |Apr 18 2011 30 2015 _|NHIC - ICD-10 Terminalogy Feb 20 2013 2 1}NHIC 2013
Andres Medical Billing [Apr 16 2011 Apr 30 2015|2013 Mandatory CEU Package Mar 7 2013 1 4lNULL 2013
Andres Medical Billing |Apr 182011 | Apt 302013 |WPS . Ask the Conlractor Teleconference Jun 12 2012 6| _1.5|Wisconsin Physicians Service 2013
Janchev Andres Medical Biling | Apr 192011 |Apr 30 2013 _|NHIC . Overpayment Process May 30 2012 8 1|NHIC. 2013
Rodriguez Andres Medical Billing | Apr 19 2011 | Apr 30 2015 |NHIC - Ove! n Process Maf 302012 6 1|NHIC 201
Rodriguez Andres Medical Billing |Apr 19 2011 Ask the Contractor Teleconference Mar 7 2012 5] 1|NHIC 2013
Rodriguez Andres Medical Billing 162011 _{Apr 30 2015 |WPS - Ask the Contractor Telsconference Jun 12 2012 8| 1.5|Wisconsin Physicians Service 2013
R uez Andres Medical Billing |Apr 19 2011 |Apr 30 2015 |NHIC - ICD-10 - Impact on Chinical Documentation & Mar 212012 8 2|NHIC 2013
Rodriguez Andres Medical Billi Apr 19 2011 |Apr 30 2015 [TriTech EMS - Best Practices for EMS Billing Webin Jun 28 2012 9 4] TriTech Emergency Medical Systems, Inc. 2013
Rodriguez Andres Medical Billing [Apr 19 2011 30 2015|2012 abc3 Update Webinar Series - Part i Dec 62012 1 1 &, Wollberg & Wirth 2013
Redriguez Andres Medical Billing | Apr 182011 {Api 30 2015 WPS . Ambulance Teleconference - Jan 2013 Jan 16 2013 11] 1.5 Wisconsin ins Service 2013,
Micheile Redrigue2 Andres Medical Billing |Apc 19 2011 _|Apr 30 2015 PWW - HIPAA || Webinar - The Overhaul of Secur Feb 52013 1 2|Page, Wollberg & Wirth 2013
Micnelie _|Rodrigusz Andres Medical Billing |Apr 182011 | Apr 30 2015 |NHIC - IC0-10 Terminclogy Feb 20 2013 2 1INHIC 2013
Michells Rodnguez Andres Medical Billing 192011 30 2018|2013 Mandatory CEU Package Mar 72013 1 4AINULL 2013
Trsh Warren Andres Madical Bil May 32010_|Aug 312014 |WPS - Ambulance Teleconference - Jan 2013 Jan 16 2013 11| 1.5|Wisconsin Physicians Ssrvice 201
Trish \Warren Andres Medical Biling [May 32010 |Aug 312014 |PWW - HIPAA || Webinar - The Big Overhaul of Secur Feb 52013 1 2]Page Wolfoerg & Wirth 2013
Tnsh ‘Warren Andres Medical Billi May 32010 [Aug 312014 |TriTech - Resourceful and Efficient Ambulance Bill Jun 52013 9 1| TriTech Emergency Medical Systems, Inc 2013
Trish \Warren Andres Medical Bilti May 32010 |Aug 312014 2013 Mandatory CEU Package Mar 72013 1 4|NULL 2013
Trish Warrsn Andres Medical Bill May 32010 |Aug 21 2014 |TriTech - Top Documentation Challenges From A Comp _|Jul 25 2013 3 1|TriTech Emergency Medical Systems, Inc 2013
Trsh Warren Andres Medical Bl May 32010 312014 |WPS - Medicare A & B Incident to Services - Docume Jul 23 2013 3] 1 5|wisconsin Physiclans Service 2013
Trish warren Andres Medical Bil May 32010 A: 312014 [NHIC - ICD-10 Terminology Aug 72013 2 1[NHIC 2013
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Specialized Expertise of Team Members
Owner — Patrick Mannix

Pat is the main contact for the administrative personnel. He is a “hands-on” owner and is
knowledgeable in all aspects of the billing industry. He is a member of the Wisconsin Fire
Chiefs’ Association, Illinois Government of Financial Officers Association, Illinois Fire Chiefs’
Association, and he is an active participant in other numerous ambulance associations and fire
department organizations. He maintains a constant rapport with other industry leaders.

Co-Owner — Shana Betz

Shana has been here since inception in 1995 and became a co-owner in 2004. She has worked in
the ambulance industry since 1978. Shana belongs to the American Ambulance Association,
Illinois Ambulance Association, and remains current on changes and/or issues that may affect
our industry, including local, state and federal laws. Shana will handle the financial operations
of your account, including financial reporting responsibilities.

Director of Operations - Sarah Wroblewski

Sarah is also our Cash Receipts Supervisor. Sarah has more than 15 years of experience in EMS
transportation billing. Prior to working for our company, Sarah was the Office Manager for a
private ambulance company for four years. She handles the implementation of our new clients
and oversees new accounts to ensure they transition efficiently. Once new clients are
established, she maintains a rapport with each client to ensure their account is running smoothly.

Information Technology Manager — John Pakledinaz

John has been working in the IT industry for 17 years. He maintains our computer software and
hardware. John works on site so all technology questions or concerns that arise are handled
immediately. He also maintains our phone system and all internal electrical equipment i.e. fax
machines, copiers, printers, etc. John is available to our clients who may have technology
questions or issues.

Data Entry Supervisor and Regional Operations Manager — Noreen Catino

Noreen has been with us for more than twelve years. She will oversee the entry of your
ambulance reports to ensure they are entered and coded properly. Noreen is also a certified
ambulance coder through the National Academy of Ambulance Coding. She continuously
monitors and audits our staff of certified ambulance coders on a monthly basis.

All of these staff members work very hard for our current clients. They have helped transition
dozens of fire departments and EMS agencies over the last few years from their current billers to



our company and assisting new agencies with establishing their billing programs. They are each
experienced and capable of doing the same thing for Key West.

We love to have our clients actively participate in their billing program. It takes buy-in on your
part to make sure your crew members document well enough for our experienced coders to
correctly code your PCRs. Our Compliance Officer will gladly assist in training any of your
personnel that would benefit from our assistance.

While we are always hesitant to take a guess as to how many hours each employee will have to
work to satisfy your contract requirements (call volumes fluctuate, etc.), we pledge to absolutely
satisfy all of the requirements. Our staffing level is significantly higher than that of most other
billing companies. We simply have more resources at our disposal to allocate to our clients’
needs than does the average billing company.



Tab 6



References

Chief Landry Merkison

Clayton County Board of Commissioners
7810 Hwy 85

Riverdale, GA 30274

Ph: 770-472-8021

Fax: 770-473-3837
landry.merkison@ccfes.org

EMS Billing and Collections since 2013

Secretary Roseann Hernandez

City of Aurora

44 E. Downer Place

Aurora, IL 60507

Ph: 630-256-4008

Fax: 630-256-4009
rhernandez@aurora-il.org

EMS Billing and Collections since 2008

Administrator Kyla Stewart

City of Joliet

101 E. Clinton

Joliet, IL 60432

Ph: 815-724-3553

Fax: 815-72-3548
kstewart@jolietcity.org

EMS Billing and Collections since 2007

VP Ed Matteson

Kurtz Ambulance Service, Inc

P.O. Box 129

New Lenox, IL 6451

Ph: 815-823-8308

Fax: 815-485-3700

ed@kurtzems.com

EMS Billing and Collections since 2001

Chief Ken Koeppen

Village of Arlington Heights

33 S. Arlington Heights Rd.

Arlington Heights, IL 60005

Ph: 847-368-5000

Fax: 847-368-5995
kkoeppen@vah.com

EMS Billing and Collections since 2002



Fire Recovery EMS could have presented the City with clients that all have wonderful patient
demographics, thus leading to collection percentages well above 80%. We believe in showing an
accurate portrayal of the country and the state of EMS for many departments. Please contact any
of these departments that are listed or any of our departments in general. All of these
departments have experienced an increase in collection percentage and overall revenue since
working with us. (Just remember to note that any Midwestern clients will be familiar with the
Andres Medical Billing brand name). We would be proud to have any of them speak on our
behalf as to the quality of our service and results that we produce.
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Acceptance of Conditions

Fire Recovery EMS agrees to all insurance requirements and the other terms listed in the RFP.
We will provide a copy of our local business license and supporting financial documentation to
the City upon advancement in the RFP selection process. A domestic partner benefits
certification letter shall be submitted to the City along with a description of our employee
benefits plan prior to entering into a contract.
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ANTI-KICKBACK AFFIDAVIT

STATE OF FLORIDA
S8
COUNTY OF MONROE
1, the undersigned, hereby duly sworn, depose and say that no portion of the sum herein bid will

be paid to any employee of the City of Key West as a commission, kickback, reward or gift,
directly or indirectly by me or any member of my firm or by an officer of the corporation.

BY:

_/_?ffh."ch .J'- ik f""’_;(

~
sworm and prescribed before me this ’ day of &t , 2014

—LZZA#&.%J—‘—’%
NOTARY LIC, State o Tl

-6

My commission expires;__/ #5}

0T 03 310

OFFICIAL SEAL
MARGARITE SESSIONS

NOTARY PUBLIC - STATE OF ILLINOIS
i Y COMMISSION EXPIRESD131/18
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CONE OF SILENCE

STATE OF FLORIDA
SS:
COUNTY OF MONROE
[ the undersigned hereby daly sworn depose and say that all owners(s), pariers, officéfs, directors, employees and
agents representing the fimof __[one. Recpery €S have read and understand the Timitations

and procedures regarding communications concémifig City of Key West issued competitive solicitations plrsuant to
City of Key West Ordinance Section 2-773 Cone of silence.

Sec. 2773, Cone of slencerd”

{a)

Definitions. For purposes of this section, reference to one gender shall include the other, 1se of the plural shall
include the singular, and use of the singular shall include the plural. The following definitions apply undess the
context in which the word or phbrase is 1sed requires a different definition:

Mm

Competitive solicitation means a formal process by the City of Key West refatinig to the acquisition of goods or
services, which process is initended to provide an equal and open opportusity to qualified persons and exitities 1o be
selected to provide the goods or services. Completive solicitation shall inchude request for proposals {("RFP"),
request for qualifications (*RFQ"), request for letters of interest (*"RFLI), invitation tu hid ("ITB™) or asy other
advertised solicitation.

@

Cone of silence means a period of lime during which there is a préhibition e communication reganding a pasticular
competitive sclicitation. .

3)

Evaluation or selection committee means a group of persons appointed or designated by the city to evaluate, rank,
select, or make a recommendation regarding a vendor or the vendar's respaise to the compéitive solicitation. A
member of such a committee shall be deemed a city official for the purposes of subsection () below.

4)

Vendor means a person or entity that has entered into or that desires fo enter into 2 contrast with the City of Key
West or that seeks an award. from the city to provide goods, perform a service, render an opinion or advice, or make
a recommendation related 1o a competitive solicitation for compensation or other consideration.

&)

Vendor's representative means an owner, individual, employee, pariner, officer, or member of the board of directors
of a vendat, or a consultant, lobbyist, or actual or potential subcontractor or sub-consultant who acts at the behest of
a vendor in communicating regarding a competitive solivitation.

(®)

Prohibited communications. A cone of silence shall be in effect during the course of a competitive solicitation and
prohibit: ‘

(1)

Any communication regarding 4 particular competilive solicitation between a potential véndor or vendor's
representative and the city's administrative staff mclading, buf not limited to, the city manager and his or her staff;



)

Any communication regarding a particular competitive solicitation between a potential vendor or vendor's
representative and the mayor, city commissioners, or their respective staff:

3

Any communication regarding & pam::ular competitive solicitation between a potential vendor or vendor's
representative and any member of'a city evaluation and/or selection committee therefore; and

4)

Any communication regarding a particular competitive salicitation between the niayor, city commissioners, or their
respective staff, and a member of a vify cvaluation and/ar selection commitice themfma

(c)
Permitted communications. Notwithstanding the foregoing, nothing contained hema shall pmhibnt,

A

Commupication between members of the pubhc who are pot vendors or a vendor's representative and any city
employes, official or member of the ity commission;

@

Conmmunications in writing at any tithe with any city employes, efficial or member of the cily commission, uniess .
spmﬁcany prohibited by the applicable competitive solicitation. *

Ho“ftwer. any written communication must be filed with the city eledc. Any city employes, official or member of the
city commission feceiving or making any wm’hen mmmumcahon must immediately file it with the city clerk.

B)

The city clerk shall inchude all writfen communication as part of the agenda item when publishing information
related to a particular compesitive solicitation;

(3)

Oral communications at <uly ngtwed pre-bid conferences;

“)

Oral presentations beftire pablically noticed evalpation and/or sclecmﬁ commitiees;

(3]

Contract discussions during any duly noticed publk: fmeeting;

(6)

Public presentations sidde 16 the city commission or advisory body thisesf during any duly noticed public meeting;
(M '

Contract negotiations with city staff following the award of a competitive solicitation by the city commission; or
(8)

Purchases exempt from the competitive process pursuant 1o seetisn 2-797 of these Code of Ordinances;

@

Procedure.

)

The cone of silencs shall be 1mposed upoin each competitive sonomttmai the time of public notice of such
solicitation as provided by seeiion 2-826 of this Code. Public noticé of the gong of silence shall be included in the
notice of the sompetitive solicitation. The city manager shall issug 2 wriften notice of the release of each competitive
solicitation t6 the affexted départments, with a copy thereof to each commission member, and shall include in any
public solicitation for goods 4nd services a statement disclosing the requirements of this ordinance.

2

The cone of silence shall terminate at the time the ¢ity commission or other suthorized body makes final awerd or
gives final approval of a contract, rejects all bids of fitsponses to the competitive solicitation, or takes other action
which ends the competitive solicitation.

3)

Any city employee, official or member of the city commission that is approached conceming a competitive
solicitation while the cone of silence is in ¢ffect shall notify gnch individual of the prohibitions contained in this
section. While flie cone of silence is in effect, any city employes, official or member of the city commission who is
the recipient of any oral communicatian by 2 potential vendor of vendor's representative in violation of this section
shall create a written record of the event. The record shall indicate the date of such communicatioss, the persons with
whom such communication occurred, and 2 general summation of the communication.

(&)

Violations/penalties and procedures.



FOR THAT PUBLIC ENTITY ONLY AND, THAT THIS FORM IS VALID THROUGH
DECEMBER 31 OF THE CALENDAR YEAR IN WHICH IT IS FILED. 1 ALSO
UNDERSTAND THAT I AM REQUIRED TO INFORM THE PUBLIC ENTITY PRIOR TO
ENTERING INTO A CONTRACT IN EXCESS OF THE THRESHOLD AMOUNT
PROVIDED IN SECTION 287.017, FLORIDA STATUTES, FOR THE CATEGORY TWO OF
ANY CHANGE IN THE INFORMATION CONTA.INED IN THIS FORM.

" (SIGNATURE)

10/3/74

(DATE) -

STATE OF \-&%4
COUNTY 0551 pil

PERSONALLY APPEARED BEFORE ME, the mldcmgned

Authority , after first being sworn by me,
(Nam Ofmdrvldual)

Affixed his/her signature in the space provided above of this

_ 2  Dayof dee 2014

OFFICIAL SF.AL
MARGARITE SESSIONS
NOTARY PUBLIC - STATE OF ILLINOIS
MY COMMISSION EXPIRES:01/31/16






SWORN STATEMENT PURSUANT TO SECTION 287.133(3)A)
FLORIDA STATUTES, ON PUBLIC ENTITY CRIMES

THIS FORM MUST BE SIGNED AND SWORN TO IN THE PRESENCE OF A NOTARY
PUBLIC OR OTHER OFFICIAL AUTHORIZED TO ADMINISTER OATHS,

1. This sworn statement is submitted to KQ}’ t"/efj' F Ve Dep/rf I3 /'

by Fatrek T My ~Owner '

(Print indivi dual‘sn e and title)

for %E'CW"’Y EM .

(prim: mame of entity submmmg sworn statemenf)

whass business address s I3 R.’)qe Ax Aling Trm H{p%fb TL éyY-
and (if applicable) its Federal Employer Identification Number (FEIN) is_ _

(If the entity has no FEIN, include the Secial security Number of the individual signing
this sworn statement:

) I understand that a "public entity crime™ as defined in Paragraph 287.133(1X(g), Florida
Statutes, means a violation of any state or federal law by a person with respect te and
directly related to the transaction of business with any public entity or with an agency or
political subdivision of any other state or of the United States, including, but ot limifted

to, any bid or contract for gnods or services to be provided to any public entity or #n
agency or political subdivision of any other state or of the United States and involving

antitrust, fraud, theft, bribery, collusion, racketeering, conspiracy, or material
misrepresentation.

3. I understand that "conviction" as defined in Paragraph 287.133(1)(g), Florida Statutes,
means a finding of guilt or a conviction of a public entity crime, with or without an
adﬁxdmaum of gu:ld in any federal or state trial court of record relating to chm-ges

nonjury Irml or entry of a plea of guilty or nofo contendm

4, I understand that an "affiliate” as definied in Paragraph 287.133(1 )(a), Florida Statutes
means:

1. A predecessor or successor of a person convicted of a public entity crime;
or

8 An entity under the control of any natural person who is active in the



management of the entity and who has been convicted of a public entity
crime. The term "affiliate’ includes those officers, directors, executives,
partners, shareholders, employees, members and agents who are active in
the management of an affiliate. The ownership by one person of shares
constituting a controlling interest in another person, or a pooling of
equipment of income among persons when not for fair market value under
an arm's length agreemvent, shall be a prima facie case that one person
controls another person. A person who knowingly enters into a joint
venture with a person wha has been convicted of a public entity crime in
Florida during the preceding 36 months shall be considered an affiliate.

5. I understand that a "person” as defined in Paragraph 287.133(1)(e), Florida Statutes,
means any natural person or entity organized under the laws of any state of the United
States with the legal power 1o enter into a binding contract and which bids or applies to
- bid on contracts for the provision of goods or services let by a public entity, or which
otherwise transacts or applies to transact business with a public entity. The term "person”
includes those officers, directors, executives, partners, shareholders, employees,
members, and agents who are active in managemént of an enfity.

6. Based on information and beli_cf,_ the statement which { have marked below is true in
relation to the entity submitting this sworn statement (indicafe which statement applies).

___Neither the entity submitting this swom statemeat, or any of its officers, directors,
executives, parthers, shareholders, employees, merabers, o agents who are active in the
management of the entity, nor any affiliate of the entity has been charged with and
convicted of a public entity crime subsequent to July, 1989,

The entity submitting this sworn statement, o one or more of its officers, directors,
executives, partners, shareholders, eniployees, members, or agents who are active in the
management of the entlty or an affiliate of the entity has been charged with and convicted
of a public entity crime subsequent to July 01, 1989.

The entity submitting this sworn statement, or one or more of its officers, directors,
executives, partners, shareholders, employees, members, or agents who are active in the
management of the entity or an affiliate of the entity has been charged with and convicted
of a public entity ¢rime subsequent to July 01, 1989. However, there has been a
subsequent proceeding before a Hearing Officer of the State of Florida, Division of
Administrative Hearings and the Final Order entered by the Hearing Officer determined
that it was not in the public interest to place the entity submitting this sworn statement on
the convicted vendor list. {Attach a copy of the final order).

I UNDERSTAND THAT THE SUBMISSION OF THIS FORM TO THE CONTRACTING
OFFICER FOR THE PUBLIC ENTITY IDENTIFIED IN PARAGRAPH ONE (1) ABOVE IS



(1)
A sworn complaint alleging a violation of this ordinance may be filed with the city attorney's 6ffive. In each such

instance, an initial investigation shall be performed to determine the existence of a vialation. If a violation is found
to exist, the penaities and process shall be as provided mmj_ﬁ_ of this Code.
(2)
In addition to the penslties described herein and otherwise provided by law, a violatiop of this ordinance shall render
the competitive solicitation void at the discretion of the tity commission.

(3)
Any person who violates apu-cv:monofms section shall be prohibited fiom serving on a City of Key West advisoty

board, evaluation and/or selection comintitice.

@)

In addition to any other penalty provited by law, violation of any pfevision of this ordinance by a City of Key West
employee shall subject said employee to disciplinary action up to and inchisding dismissal.

{5)

1f 2 vendor is determined to have violated the provisions of this section an ¥ more occasions it shell constitute
evidence under City Code _section 2-834 hat the vendor is not properly qualified to carry out the obligations or to
complete the work contemplated by any new competitive solicitation. The city’s purchasmg agent shall also
commence any available debarment from city work procesding that maybeawllableupma finding of two or more
violations by e vendor of this section. _

(Ord. No. 13-11, § 1,6-18-2013)

BY:

Sword and prescribed beflare me this 37/ dayof o1 2014

e At
-
NOTARY PUBLIC, Stsic of Florida 57("’"3"""""

My commissian expives; i3t /e
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Remediation Plan

Andres Remediation Plan - External

Audited on June 30, 2014

Reported on June 30, 2014



Remediation Plan

1. Discovered Systems

74.7.42.104 Linksys Linux 0.9 1,931 *mail.andresmedical.com
74.7.42.101 Cisco VPN 1,381 ]
74742002 |Microsoft Windows Server 2003 |1.264 _

74.7.42.105 o Linux 0.9 ol 882 G _
74.7.42.103 o Linksys Linux0.8 765 -

|74.7.42.97 o A Cisco 10S 12.4) 194 T )
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Remediation Plan

2. Risk Assessment

This report identifies security risks that could adversely affect your critical operations and assets. These risks are quantified according
to their likelihood of occurrence and the potential damage if they occur. Risk factors are combined to form an overall risk index for each
system, allowing you to prioritize your remediation activities accordingly.

Risk strategy: Real Risk. This strategy analyzes potential types of exposures associated with vulnerabilities to expand and deepen your
understanding of real threats to your environment and the value of different mitigation approaches. The algorithm applies exploit and
malware exposure metrics for each vulnerability to CVSS base metrics for asset impact (confidentiality, integrity, and availability) and
likelihood of compromise (access vector, access complexity, and authentication requirements). It also indicates how time increases
likelihood.

Fopd o8

74.7.42.104 1,931 |+This device is in the Andres External site with very high importance.

;-4 severe vulnerabilities were discovered.
I*One moderate vulnerability was discovered.
{*One HTTPS service was discovered.

:*One SMTP service was discovered.

;-One HTTP service was discovered.
}

1*This device is in the Andres External site with very high importance.
| A
+*3 severe vulnerabllities were discovered.

74.7.42.101 1,381

*One moderate vulnerability was discovered.
*One HTTPS service was discovered.

74.7.42.102 1,264

I-This device is in the Andres External site with very high importances.
2-3 severe vulnerabilities were discovered.
~*One HTTP service was discovered.

74.7.42.105 882 *This device is in the Andres External site with very high importance.

2 severe vulnerabillties were discovered.
*One HTTPS service was discovered.

74.7.42.103 785 *This device is in the Andres External site with very high importance.

+2 severe vulnerabilities were discovered.
*One HTTP service was discovered.

74.7.42.97 194

+This device is in the Andres External site with very high importance.
+One severe vulnerability was discovered.

*One H.323 Call Setup Protocol §§fyi5:_e was discovered.
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Remediation Plan

3. Remediation Plan

3.1. Remediation Plan for 74.7.42.104

3.1.1. For Microsoft II1S 7.0

These vulnerabilities can be resolved by performing the following 4 steps. The total estimated time to perform all of these steps is 65
hours.

Use Basic Authentication over TLS/SSL (HTTPS)

Estimated time: 32 hours

Enable HTTPS on the Web server. The TLS/SSL protocol will protect cleartext Basic Authentication credentials.
This will address 8 instances of the following issue: HTTP Basic Authentication Enabled (http-basic-auth-cleartext).

Use Digest Authentication

Estimated time: 32 hours

Replace Basic Authentication with the alternative Digest Authentication scheme. By modem cryptographic standards Digest
Authentication is weak. But for a large range of purposes it is valuable as a replacement for Basic Authentication. It remedies some, but
not all, weaknesses of Basic Authentication. See RFC 2617, section 4. Security Considerations for more information.

This will address 8 instances of the following issue: HTTP Basic Authentication Enabled (htip-basic-auth-cleartext).

Add the HitpOnly to all cookies
Estimated time: 30 minutes
For each cookie generated by your web-site, add the "HttpOnly" flag to the cookie. For example:

Set-Cookie: <name>=<value>[; <Max-Age>=<age>]
[; expires=<date>][; domain=<domain_name>]
[; path=<some_path>][; securs][; HitpOnly]

This will address the following issue: Missing HitpOnly Fiag From Cookie (http-cookie-http-only-fiag).

Add the Secure flag o cookies sent over SSL
Estimated time: 30 minutes
For each cookie sent over SSL in your web-site, add the "Secure” flag to the cookie. For example:
Set-Cookie: <name>=<value>[, <Max-Age>=<age>]
[; expires=<date>][; domain=<domain_name>]
[; path=<some_path>][; secure][; HttpOnly]

This will address the following issue: Missing Secure Flag From SSL Cookie (http-cookie-secure-flag).
3.1.2. General

These vulnerabilities can be resolved by performing the following 2 steps. The total estimated time to perform all of these steps is 16
hours,
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Remediation Plan

Enable TCP MD5 Signatures
Estimated time: 4 hours

Enable the TCP MDS5 signature option as documented in RFC 2385. It was designed to reduce the danger from certain security attacks
on BGP, such as TCP resets.

This will address the following issue: TCP Sequence Number Approximation Vulnerability (tcp-seq-num-approximation).

Locate and fix vulnerable traffic inspection devices along the
roufe to the target

Estimated time: 12 hours

In many situations, target systems are, by themselves, patched or otherwise unaffected by this vulnerability. in certain configurations,
however, unaffected systems can be made vulnerable if the path between an attacker and the target system contains an affected and
unpatched network device such as a firewall or router and that device is responsible for handling TCP connections for the target. In this
case, locate and apply remediation steps for network devices along the route that are affected.
This will address the following issue: TCP Sequence Number Approximation Vulnerability (tcp-seq-num-approximation).

3.1.3. For Linksys Linux 0.9

These vulnerabilities can be resolved with a single step. The estimated time to perform this step is 5 minutes.

Disable TCP timestamp responses on Linux

Estimated time: 5 minutes

Linux

Set the value of net.ipv4.tcp_timestamps to 0 by running the following command:

sysctl -w netipvd.tcp_timestamps=0
Additionally, put the following value in the default sysctl configuration file, generally sysctl.conf:
net.ipvd.tcp_timestamps=0

This will address the following issue: TCP timestamp response (generic-tcp-timestamp).

3.2. Remediation Plan for 74.7.42.101

3.2.1. For Cisco HTTP 2.0

These vulnerabilities can be resolved by performing the following 2 steps. The total estimated time to perform all of these steps Is 2
hours.

Reslgn certificate with trusted CA

Estimated time: 1 hour 30 minutes

Obtain a new certificate signed by a trusted CA, such as Thawte or Verisign.

The exact instructions for obtaining a new certificate depend on your organization's requirements. Generally, you will need to generate
a certificate request and save the request as a file. This file is then sent to a Certificate Authority (CA) for processing. After you have

received a new certificate file from the Certificate Authority, you will have to install it on the TLS/SSL server. The exact instructions for
installing a certificate differ for each product. Foliow their documentation.
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Remediation Plan
This will address the following issue: Untrusted TLS/SSL server X.509 certificate (tis-untrusted-ca).

Add the HttpOnly to all cookies
Estimated time: 30 minutes
For each cookie generated by your web-site, add the "HttpOnly" flag to the cookie. For example:

Set-Cookie: <name>=<value>[; <Max-Age>=<age>]
[; expires=<date>][; domain=<domain_name>]
[ path=<some_path>][; secure][; HitpOnly]

This will address the following issue: Missing HttpOnly Flag From Cookie (http-cookie-http-only-flag).

3.2.2. General

These vulnerabilities can be resolved by performing the following 2 steps. The total estimated time to perform all of these steps is 16
hours.

Enable TCP MDS5 Signatures
Estimated time: 4 hours

Enable the TCP MD5 signature option as documented in RFC 2385. It was designed to reduce the danger from certain security attacks
on BGP, such as TCP resets.

This will address the following issue: TCP Sequence Number Approximation Vulnerability (tcp-seq-num-approximation).

Locate and fix vulnerable traffic inspection devices along the
route to the target

Estimated time: 12 hours

In many situations, target systems are, by themselves, patched or otherwise unaffected by this vulnerability. In certain configurations,
however, unaffected systems can be made vulnerable If the path between an attacker and the target system contains an affected and
unpatched network device such as a firewall or router and that device is responsible for handling TCP connections for the target. In this
case, locate and apply remediation steps for network devices along the route that are affected.

This will address the following issue: TCP Sequence Number Approximation Vulnerability (tcp-seg-num-approximation).

3.2.3. For Cisco VPN
These vulnerabilities can be resolved with a single step. The estimated time to perform this step is 5 minutes.

Disable TCP timestamp responses on Cisco
Estimated time: 5 minutes

Cisco

Run the fallowing command to disable TCP timestamps:

no ip tcp timestamp

This will address the following issue: TCP timestamp response (gsneric-tcp-limestamp).
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Remediation Plan

3.3. Remediation Plan for 74.7.42.102

3.3.1. For Microsoft IS 6.0

These vulnerabilities can be resolved by performing the following 2 steps. The total estimated time to perform all of these sleps is 45
minutes.

Add the HttpOnly to all cookies
Estimated time: 30 minutes
For each cookie generated by your web-site, add the "HitpOnly” flag to the cookie. For example:

Set-Cookie: <name>=<value>[; <Max-Age>=<age>]
[: expires=<date>][; domain=<domain_name>]
[; path=<some_path>][; secure][; HitpOnly]

This will address the following issue: Missing HttpOnly Fiag From Cookie (http-cookie-http-only-fiag).

Fix Microsoft IIS Content Location internal IP Address Leak
Estimated time: 15 minutes

Configure IS to retum the fully qualified domain name of the web server instead of its IP address. Doing so requires editing the IS
metabase directly.

Editing the 1IS metabase is typically performed manually with the adsutil.vbs script provided with default Microsoft IS installations.
Microsoft's Knowledge Base article Q218180 on this subject emphasizes that direct editing of the |IS metabase should be performed
only by an experienced administrator. Always use caution when editing the IIS metabase and create a metabase backup before
proceeding. Please read MSKB Q218180 before making any changes.

«For IS 4.x, take the following steps:

*Turn on the "UseHostName" option in the IS metabase. Issue the following commands from the command prompt (the directory may
be different depending on where you installed IIS):

cd %SystemRoot%\inetsrviadminsamples
adsutil set w3svc/UseHostName True

«Shut down the inetinfo process (which shuts down the |1S web server, FTP server, and any other related services):
net stop iisadmin fy

+Restart the 11S web server. If you are running other IS services (such as FTP), you will need to restart those services as well.
net start w3svc

*For IS 5.x, take the following steps:

*Before making any changes, back up your IS metabase. See HOW TO: Create a Metabase Backup in IIS 5 for instructions on how to
use the |IS administrator snap-in to create a metabase backup.

«Tum on the "UseHostName" option in the 11S metabase. Issue the following commands from the command prompt (the directory may
be different depending on where you installed |IS):

cd \Inetpub\adminscripts
adsutil set w3svc/UseHostName True
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Remediation Plan

*Shut down the inetinfo process (which shuts down the IS web server, FTP server, and any other related services):
net stop lisadmin /y

*Restart the IS web server. If you are running other IIS services (such as FTP), you will need to restart those services as well.
net start w3svc
+For 1IS 6.x, take the following steps:

* Please visit htip://support.microsoft.com/?id=218180 for information on correcting this issue under IS 6.x.
This will address the following issue: Microsoft IS Content Location Internal IP Address Leak (HTTP-IIS-0065).

3.3.2. General

These vulnerabilities can be resolved by performing the following 2 steps. The total estimated time to perform all of these steps is 16
hours.

Enable TCP MDS5 Signatures
Estimated time: 4 hours

Enable the TCP MD5 signature option as documented in RFC 2385. It was designed to reduce the danger from certain security attacks
on BGP, such as TCP resets.

This will address the following issue: TCP Sequence Number Approximation Vulnerability (tep-seq-num-approximation).

Locate and fix vulnerable traffic inspection devices aiong the
route to the target

Estimated time: 12 hours

In many situations, target systems are, by themselves, patched or otherwise unaffected by this vulnerability. In certain configurations,
however, unaffected systems can be made vulnerable if the path between an attacker and the target system contains an affected and
unpatched network device such as a firewall or router and that device is responsible for handling TCP connections for the target. In this
case, locate and apply remediation steps for network devices alang the route that are affected.

This will address the following issue: TCP Sequence Number Approximation Vulnerability (tcp-seq-num-approximation).

3.4. Remediation Plan for 74.7.42.105

3.4.1. General

These vulnerabilities can be resolved by performing the following 2 steps. The total estimated time to perform all of these steps is 16
hours.

Enable TCP MD5 Signatures

Estimated time: 4 hours

Enable the TCP MD5 signature option as documented in RFC 2385. It was designed to reduce the danger from certain security attacks
on BGP, such as TCP resets.

This will address the following issue: TCP Sequence Number Approximation Vulnerability (tcp-seq-num-approximation).

Locate and fix vulnerable traffic inspection devices along the
route to the target
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Remediation Plan

Estimated time: 12 hours

In many situations, target systems are, by themselves, patched or otherwise unaffected by this vulnerability. In certain configurations,
however, unaffected systems can be made vuinerable if the path between an attacker and the target system contains an affected and
unpatched network device such as a firewall or router and that device is responsible for handling TCP connections for the target. In this
case, locate and apply remediation steps for network devices along the route that are affected.
This will address the following issue: TCP Sequence Number Approximation Vulnerability (tcp-seq-num-approximation).

3.4.2. For HTTPS
These vulnerabilities can be resolved with a single step. The estimated time to perform this step is 1 hour 30 minutes.

Resign certificate with trusted CA
Estimated time: 1 hour 30 minutes

Obtain a new cerlificate signed by a trusted CA, such as Thawle or Verisign.

The exact instructions for obtaining a new certificate depend on your organization's requirements, Generally, you will need to generate
a certificate request and save the request as a file. This file is then sent to a Certificate Authority (CA) for processing. After you have
received a new certificate file from the Certificate Authority, you will have to install it on the TLS/SSL server. The exact instructions for
installing a certificate differ for each product. Follow their documentation.

This will address the following issue: Untrusted TLS/SSL server X.509 certificate (tls-untrusted-ca).

3.5. Remediation Plan for 74.7.42.103

3.5.1. General

These vulnerabilities can be resolved by performing the following 2 steps. The total estimated time to perform all of these steps is 16
hours.

Enable TCP MD$5 Signatures
Estimated time: 4 hours

Enable the TCP MD5 signature option as documented in RFC 2385. It was designed to reduce the danger from certain security attacks
on BGP, such as TCP resets.

This will address the following issue: TCP Sequence Number Approximation Vulnerability (tcp-seg-num-approximation).

Locate and fix vulnerable traffic inspection devices along the
route to the target

Estimated time: 12 hours

In many situations, target systems are, by themselves, patched or otherwise unaffected by this vulnerability. In certain configurations,
however, unaffected systems can be made vulnerable if the path between an attacker and the target system contains an affected and
unpatched network device such as a firewall or router and that device is responsible for handling TCP connections for the target. In this
case, locate and apply remediation steps for network devices along the route that are affected.

This will address the following issue: TCP Sequence Number Approximation Vulnerability (tcp-seg-num-approximation).

3.5.2. For Microsoft 1IS 6.0
These vulnerabilities can be resolved with a single step. The estimated time to perform this step Is 15 minutes.

Fix Microsoft 11S Content Location Intemnal IP Address Leak
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Remediation Plan

Estimated time: 15 minutes

Configure IIS to retum the fully qualified domain name of the web server instead of its IP address. Doing so requires editing the IS
metabase directly.

Editing the 11S metabase is typically performed manually with the adsutil.vbs script provided with default Microsoft IS installations.
Microsoft's Knowledge Base article Q218180 on this subject emphasizes that direct editing of the IS metabase should be performed

only by an experienced administrator. Always use caution when editing the 1IS metabase and creale a metabase backup before
proceeding. Piease read MSKB Q218180 before making any changes.

+For IIS 4.x, take the following steps:
-Turn on the "UseHostName" option in the |IS metabase. Issue the following commands from the command prompt (the directory may
be different depending on where you installed IS):

cd %SystemRoot%)\inetsniadminsamples
adsutil set w3svc/UseHostName True

*Shut down the inetinfo process (which shuts down the 1IS web server, FTP server, and any other related services):
net stop iisadmin /y
*Restart the 11S web server. If you are running other IS services (such as FTP), you will need to restart those services as well.
net start w3svc
«For |IS 5.x, take the following steps:

+Before making any changes, back up your IIS metabase. See HOW TO: Create a Metabase Backup in 1IS 5 for instructions on how to
use the IIS administrator snap-in to create a metabase backup.

*Turn on the "UseHostName" option in the IIS metabase. Issue the following commands from the command prompt (the directory may
be different depending on where you installed 1IS):

cd \Inetpub\adminscripts
adsutil set w3svc/UseHostName True

*Shut down the inetinfo process (which shuts down the IIS web server, FTP server, and any other related services):
net stop lisadmin fy

*Restart the IS web server. If you are running other 1IS services (such as FTP), you will need to restart those services as well.
net start w3svc
«For IIS 6., take the following steps:

* Please visit http://support.microsoft.com/?id=218180 for information on correcting this issue under IS 6.x.
This will address the following issue: Microsoft [IS Content Location Intemal IP Address Leak (HTTP-11S-0065).

3.6. Remediation Plan for 74.7.42.97

3.6.1. General

These vulnerabilities can be resolved by performing the following 2 steps. The total estimated time to perform all of these steps is 16
hours.

Enable TCP MD5 Signatures
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Remediation Plan

Estimated time: 4 hours

Enable the TCP MD5 signature option as documented in RFC 2385, It was designed to reduce the danger from certain security attacks
on BGP, such as TCP resets.

This will address the following issue: TCP Sequence Number Approximation Vulnerability (tcp-seq-num-approximation).

Locate and fix vuinerable traffic inspection devices along the
route to the target

Estimated time: 12 hours

In many stuations, target systems are, by themselves, patched or otherwise unaffected by this vulnerability. In certain configurations,
however, unaffected systems can be made vulnerable if the path between an attacker and the target system contains an affected and
unpatched network device such as a firewall or router and that device is responsible for handling TCP connections for the target. In this
case, locate and apply remediation steps for network devices along the route that are affected.

This will address the following issue: TCP Sequence Number Approximation Vulnerability (tcp-seg-num-approximation).
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INDEPENDENT SERVICE AUDITOR’S REPORT ON A DESCRIPTION OF A
SERVICE ORGANIZATION’S SYSTEM AND THE SUITABILITY OF THE
DESIGN AND OPERATING EFFECTIVENESS OF CONTROLS

Board of Directors
Andres Medical Billing, Ltd.
Arlington Heights, Illinois

Scope

We have examined Andres Medical Billing, Ltd.’s description of its system for processing and
billing solutions for Emergency Medical Services (EMS) providers for user entities throughout
the period January 1, 2013 to December 31, 2013, and the suitability of the design and operating
effectiveness of controls to achieve the related control objectives stated in the description. The
description indicates that certain complementary user entity controls must be suitably designed
and implemented at user entities for related controls at the service organization to be considered
suitably designed to achieve the related control objectives. We have not evaluated the suitability
of the design or operating effectiveness of such complementary user entity controls.

Andres Medical Billing, Ltd. uses external service organizations (subservice organizations) as
described in Section III D. The description in Section III D. includes only the control objectives
and related controls of Andres Medical Billing, Ltd. and excludes the control objectives and
related controls of the subservice organizations. Our examination did not extend to controls of
the subservice organizations.

Service Organization’s Responsibilities

In Section II of this report, Andres Medical Billing, Ltd. has provided an assertion about the
faimess of the presentation of the description and suitability of the design and operating
effectiveness of the controls to achieve the related control objectives stated in the description.
Andres Medical Billing, Ltd. is responsible for preparing the description and for the assertion,
including the completeness, accuracy, and method of presentation of the description and the
assertion, providing the services covered by the description, specifying the control objectives and
stating them in the description, identifying the risks that threaten the achievement of the control
objectives, selecting the criteria, and designing, implementing, and documenting controls to
achieve the related control objectives stated in the description.



Service Auditor’s Responsibilities

Our responsibility is to express an opinion on the fairness of the presentation of the description
and on the suitability of the design and operating effectiveness of the controls to achieve the
related control objectives stated in the description, based on our examination. We conducted our
examination in accordance with attestation standards established by the American Institute of
Certified Public Accountants. Those standards require that we plan and perform our examination
to obtain reasonable assurance about whether, in all material respects, the description is fairly
presented and the controls were suitably designed and operating effectively to achieve the related
control objectives stated in the description throughout the period January 1, 2013 to

December 31, 2013.

An examination of a description of a service organization’s system and the suitability of the
design and operating effectiveness of the service organization’s controls to achieve the related
control objectives stated in the description involves performing procedures to obtain evidence
about the fairness of the presentation of the description and the suitability of the design and
operating effectiveness of those controls to achieve the related control objectives stated in the
description. Qur procedures included assessing the risks that the description is not fairly
presented and that the controls were not suitably designed or operating effectively to achieve the
related control objectives stated in the description. Our procedures also included testing the
operating effectiveness of those controls that we consider necessary to provide reasonable
assurance that the related control objectives stated in the description were achieved. An
examination engagement of this type also includes evaluating the overall presentation of the
description and the suitability of the control objectives stated therein, and the suitability of the
criteria specified by the service organization and described in Section III. We believe that the
evidence we obtained is sufficient and appropriate to provide a reasonable basis for our opinion.

Inherent Limitations

Because of their nature, controls at a service organization may not prevent, or detect and correct,
all errors or omissions in the preparation and processing of system for processing and billing
solutions for Emergency Medical Services (EMS) providers for user entities. Also, the projection
to the future of any evaluation of the fairness of the presentation of the description, or
conclusions about the suitability of the design or operating effectiveness of the controls to
achieve the related control objectives is subject to the risk that controls at a service organization
may become inadequate or fail.

Opinion

In our opinion, in all material respects, based on the criteria described in Andres Medical Billing,
Ltd.’s assertion in Section II of this report:

1.  The description fairly presents the system for processing and billing solutions that
was designed and implemented throughout the period January 1, 2013 to
December 31, 2013.

2.  The controls related to the control objectives stated in the description were suitably
designed to provide reasonable assurance that the control objectives would be
achieved if the controls operated effectively throughout the period January 1, 2013 to
December 31, 2013 and user entities applied the complimentary user entity controls
contemplated in the design of the company’s controls throughout the period
January 1, 2013 to December 31, 2013.
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3.  The controls tested, which together with the complementary user entity controls
referred to in the scope paragraph of this report, if operating effectively, were those
necessary to provide reasonable assurance that the control objectives stated in the
description were achieved and operated effectively throughout the period January 1.
2013 to December 31, 2013.

Description of Tests of Controls

The specific controls tested and the nature, timing, and results of thosc tests are listed in Section
V.

Restricted Use

This report is intended solely for the information and use of Andres Medical Billing, Ltd., user
entities of Andres Medical Billing, Ltd.’s system of processing and billing solutions for EMS
providers during some or all of the period January I, 2013 to December 31, 2013, and the
independent auditors of such user entities, who have a sufficient understanding to consider it,
along with other information including information about the controls implemented by user
entities themselves, when obtaining an understanding of user entities information and
communication systems relevant to financial reporting. This report is not intended to be and
should not be used by anyone other than those specified parties.

Naperville, Illinois
March 31, 2014
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ANDRES MEDICAL BILLING, Ltd.

Sikich I.LP
1415 W. Diehl Road, Suite 400
Naperville, lllinois 60563

We have prepared the description of Andres Medical Billing, Ltd’s system for processing and
billing solutions for Emergency Medical Services (EMS) providers for user entities of the system
during some or all of the period January 1, 2013 to December 31, 2013, and their user auditors
who have a sufticient understanding to consider it, along with other information, including
information about controls implemented by user entities of the system themselves when
assessing the risks of material misstatements of user entities’ financial statements. We confirm,
to the best of our knowledge and belief, that:

1. The description fairly presents the system for processing and billing solutions for
Emergency Medical Services (EMS) providers made available to user entities of the
system during some or all of the period January 1, 2013 to December 31, 2013 for
processing user entities” transactions. Andres Medical Billing, Ltd uses Data
Management Center and ZirMed®© to perform aspects of the processing and billing
solutions for Emergency Medical Services (EMS) providers. The description on page 14
includes only the control objectives and related controls of Andres Medical Billing, Lid
and excludes control objectives and related controls of Data Management Center and
ZirMed©. The criteria we used in making this assertion were that the description:

a. Presents how the system made available to user entities of the system was designed
and implemented to process relevant transactions, including, if applicable:

i. The types of services provided, including, as appropriate, the classes of
transactions processed.

ii. The procedures, within both automated and manual systems, by which services
are provided, including, as appropriate, procedures by which transactions are
initiated, authorized, recorded, processed, corrected as necessary, and transferred
to the reports and other information prepared for user entities of the system.

iii. The related accounting records, supporting information, and specific accounts that
are used to initiate, authorize, record, process, and report transactions; this
includes the correction of incorrect information and how information is
transferred to the reports and other information prepared for user entities of the
system.

iv. How the system captures and addresses significant events and conditions, other
than transactions.

v. The process used to prepare reports and other information provided to user
cntities of the system.

CoORPORATE HEADQUARTERS
3343 North Ridge Avenue * Arlington Heights, IL 60004 * www. ANDRESMEDICAL.com
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vi. The specified control objectives and controls designed to achieve those objectives
including, as applicable, complementary user entity controls contemplated in the
design of those controls.

vii. Other aspects of our control environment, risk assessment process, information
and communication systems (including the related business processes), control
activities, and monitoring controls that are relevant to processing and reporting
transactions of user entities of the system.

b. Does not omit or distort information relevant to the scope of the system for
processing and billing solutions for Emergency Medical Services (EMS), while
acknowledging that the description is prepared to meet the common nceds of a broad
range of user entities and their independent auditors and may not, therefore, include
every aspect of the system that each individual user entity of the system and its
auditor may consider important in its own particular environment.

2. The description includes relevant details of changes to the system for processing and
billing solutions for Emergency Medical Services (EMS) during the period covered by
the description.

3. “The controls related to the control objectives stated in the description were suitably
designed and operating effectively throughout the period January 1, 2013 to December
31, 2013 to achieve those control objectives. The criteria we used in making this
assertion were that:

a. The risks that threaten the achievement of the control objectives stated in the
description have been identified by us;

b. The controls identified in the description would, if operating as described, provide
reasonable assurance that those risks would not prevent the control objectives stated
in the description from being achieved; and

¢. The controls were consistently applied as designed, and manual controls were applied
by individuals who have the appropriate competence and authority.

Very truly yours,

a2 R

Andres Medical Billing, Ltd.
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IIT. ANDRES MEDICAL BILLING, LTD.’S SYSTEM DESCRIPTION OF
OPERATIONS AND CONTROLS

A. Overview of Operations and Services

Andres Medical Billing, Ltd. (AMB or the Company) specializes in customized outsourced
billing solutions for Emergency Medical Services (EMS) providers, including; municipalities,
fire protection districts, volunteer departments, rural departments, and private ambulance
services. AMB aims to provide customized EMS billing solutions that reduce client costs while
increasing client revenue.

AMB’s corporate objective is to provide the highest standards of quality and professionalism. It
is AMB’s dedication to this that builds their reputation and relationships. AMB’s goal is to
provide the most efficient and compliant outsourced billing available.

With over 30 years in the industry, AMB is dedicated to providing experienced, knowledgeable,
and efficient customer service to ensure that patients are treated with dignity and compassion.
AMB solely bills for ambulance transports. All AMB services are individually customized to fit
the particular specification of the client. Working in partnership with its clients, AMB plans and
implements billing and reporting systems that best meet the clients’ needs.

B. Relevant Aspects of the Internal Control Environment

Control Environment

A company’s control environment reflects the overall attitude, awareness and actions of
management, employees, and others concerning the importance of controls, and the emphasis given
to controls in it policies, procedures, and organizational structure. The Company’s control
environment originates with and is the responsibility of the Chief Executive Officer, Chief
Operating Officer, and Chief Administrative Officer, which are the owners of AMB. These officers
are actively involved in management responsibilities and daily operations of running the
Company.

The control environment at AMB provides employees with the Company’s overall philosophy on
professional conduct and operating style. Organizational professional conduct has been
established and communicated to employees through policies and ethical standards included in
the policy manual. Lines of authority and responsibility are clearly established throughout the
organization and communicated through the organization structure and policies and procedures.
AMB has established policies and procedures to provide management and staff with guidance
related to the billing and collections of EMS providers. Operations are conducted in accordance
with these policies and procedures and are reviewed and updated as deemed necessary.

AMB is organized into several departments to ensure that it is operating effectively and
efficiently so that its clients receive the highest level of service. Company departments consist of
Sales, IT, Account Operations, Customer Service, Data Entry, Cash Receipts, Records
Management, and General Office Administration. Management is encouraged to address
developing issues and risks proactively in order to minimize their impact on the Company and its
customers.



AMB is organized into the following functional areas:

s Organization and Administration

" Client Information and Management
. Processing Claims

. Processing Collections

. Information Technology

Risk Assessment

A company’s risk assessment process is its identification, analysis, and management of risks that
may potentially affect the company. The Company recognizes that risk management is an
important component of its operations which helps ensure their and customers’ assets are
properly managed. The Company identifies and manages risks that could affect its ability to
provide accurate transaction processing for its customers. This process requires management to
identify significant risks inherent in the billing and collections for EMS providers and implement
measures to monitor and manage the risks.

Monitoring

The quality of the internal control system over time is monitored through ongoing activities.
Ongoing activities include actions employees take in performing their assigned duties and
management and supervisory activities. Key monitoring controls over significant processes are
subject to review by management and AMB’s internal audits performed.

EMS Billing Specialists can only enter data and do not have the authority to review whether or
not claims they have entered are paid. The Regional Operations Manager ensures that the data
workflow is reviewed weekly so claims are billed timely.

AMB performs various internal audits periodically on employees responsible for processing the
data. The audits ensure accuracy of coding, schedules, insurance information, notes, and proper
application of cash. The HIPAA/Red Flag Rules Compliance Officer onsite conducts training,
communicates regulatory requirements and reminders, and performs annual desk and home
audits. Results of the internal audits conducted are documented and reviewed with the

employees.
Information and Communication

Information and communication systems support the identification, capture, and exchange of
information that enable people to carry out their responsibilities. Management is committed to
maintaining effective communication with all of the Company’s EMS providers, employees, and
third party service providers. AMB has several methods of communication to ensure all
employees understand their individual responsibilities and to ensure significant events are
communicated in a timely method. These methods include the employee handbook, training for
new employees, and meetings.



AMB uses third party purchased RescueNet© software applications for processing the billing
and collection transactions for EMS providers. This licensed software application runs on a
Windows server owned by AMB and physically located in Arlington Heights. AMB does not
have access to modify source code. Product upgrades are evaluated and authorized by
management. The outside software vendor provides the software upgrade for the Company and it
is installed by the IT Manager and pushed out to the workstations.

C. Description of Control Areas
Organizational and Administration

The organizational structure is aligned for achieving the Company’s corporate objective. An
organizational chart is in place to communicate key areas of authority and responsibility. AMB
officers meet regularly to evaluate the organization and operating performance. Management
considers issues with the IT environments and monitors the implementation of approved
changes.

Written job descriptions are in place that describe job functions and responsibilities for each
position within the Company and revised as necessary. AMB has hiring policies and procedures
in place to ensure qualified staff with appropriate experience and qualifications are hired for
customer service, data entry, cash receipts, and account representatives along with other
specialized personnel. New applicants are required to complete an employment application. The
hiring process requires that prospective employees must pass a background check that includes;
pre-employment drug screening, felony and misdemeanors check, a social security trace report
and an education and employment verification check. AMB’s hiring practice requires final job
offers be reviewed and approved by management. All new employees are provided the
appropriate level of training in accordance with company and professional policies and practices.
Training records are maintained for each employee.

All employees are provided an employee handbook that contains principles that guide the
conduct of employees, personnel policies and benefits offered by the Company, and other
various procedural and administrative matters. Periodic revisions and updates are released as
needed. All new hires are required to sign an acknowledgement form stating they understand the
employee handbook. The handbook is also posted on the Company intranet site. Employees are
provided and required to attend the appropriate training to perform their day-to-day responsibilities.
Formal performance reviews are given to employees annually.

Employees are removed from their positions when terminated and exit interviews are performed.
Keys and user accounts are deactivated to revoke physical and electronic security access.

Client Information and Management

A contract is executed outlining the responsibilities of the Company and of the EMS provider for
all new clients, and such contracts are maintained at AMB. AMB assures that the proper
information is obtained from the client and reviewed at appropriate levels.
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Once a contract is obtained, a new client checklist is used to help ensure an accurate setup. Setup is
completed by management and there is lesting and communication with the client during the set up
process. Upon completion, clients are provided a new client protocol including their information.
All new clients are verified on the Officer of the Inspector General (OIG) website and reviewed
for reasonableness.

All paper documents including ambulance reports, payments, and documentation received
regarding the account are scanned into Laserfische. Management reviews the quality of scanning
on a monthly basis. AMB utilizes a certified shredding company (Cintas) that shreds all
documents on-site and receives a “certificate of destruction” document.

Processing Claims

All internal departments are involved in the processing of claims in order to process claims
timely and effectively. Each processing area is responsible for adhering to controls specificd by
company policies and procedures.

The control activities of each area include the following:

Ambulance reports from clients are received in both electronic and paper format. Electronic
claims are received from health care providers online which enables submission of claims and
eligibility. In addition, claims can be submitted through secure electronic transmission and
through electronic clearinghouses. Electronic data has specific personnel assigned to specific
departments. Paper reports are distributed to specific personnel by the DE Team Leader.

Data entry: EMS Billing Specialists can only enter data. There is a validation control procedures
built into RescueNet© software that does not allow an ambulance transport trip to be billed if
claim information is missing. If information is missing, AMB will contact the client to obtain the
missing information. This procedure mitigates errors in submission. Workflow reports maintain
all trips daily that are reviewed by Operations Manager to ensure accuracy of billings.

Account Representatives: All representatives are responsible for reviewing ZirMed©, a
clearinghouse for insurance and Public Aid claims, to ensure all claims are actively being
managed. If a claim is rejected, insurance verification is performed by utilizing a third party web
portal using a secure user name and password. This was not included in the scope of the report.
In addition, representatives are responsible for reviewing computer-generated workflow reports
to ensure claims are managed timely. The Operations Manager reviews the workflows to ensure
that the accounts are worked in a timely manner and relays that information via a bi-weekly
manager’s report.

Outgoing mail: All outgoing mail is done through DMC. 1500 forms are printed in-house as
they require a copy of the Medicare Explanation of Benefits to be included. There are also
several letters that are printed in house that are mailed to patients at the request of clients, such as
surveys. A RescueNet© batch is created daily for all clients. This batch is uploaded to DMC by
means of a secure file transfer protocol (FTP) using WS-FTP software.
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Processing Collections

As a segregation of duties, only designated employees are authorized to post payments to patient
accounts while the next level of management posts those transactions in the general ledger.

All cash ACH transfers are done through a custodial account, which, only the Director of
Operations and the Chief Operations Officer have the security clearance to perform this function.
For customer mail-in payments, daily checks are deposited and cash is applied to the patient’s
outstanding invoice(s) and reports are provided either once per week or once per month as
established by the client during the client implementation process. Cash receipts personnel run an
adding machine tape on all transactions to agree to the deposit amount as a control procedure to
ensure accuracy. This is completed after each cash batch is posted. An AMB team leader on a
biannual basis performs an internal audit of cash personnel. All managers and supervisors
continually monitor desks, copy machines, printers, etc. to ensure that patient protected health
information is not visible.

AMB does not reconcile deposit information. Each client is responsible for obtaining the relevant
output from their financial institution and for recording and reconciling deposits to their financial
system.

The internal collection process varies from client to client. Each account goes through a series of
invoices, letters, and phone calls. These schedules are customized to the client. Work flow
process is used to review account aging and reviewed daily by account representatives. When the
schedule is completed, the account is reviewed by a specific person and then slated for
collections or write off, depending on the parameters set forth by the client. The accounts are
then reviewed by a senior manager and sent to collections on paper or electronically.

AMB does use external collection agencies when internal means to collect funds are
unsuccessful. AMB requires Business Associate agreements for all collection agencies and these
are maintained on file. The Business Associate agreements document the arrangement to collect
on behalf of AMB and maintain confidentiality of all client information. Data is sent to the
external collection agencies in one of three following ways: (1) if the outside collection agency
has its own file transfer protocol, AMB will send the batch file via WSFTP, (2) if the external
agency does not have a secure FTP address, the batch is sent via an email encryption software, or
(3) if agencies do not have the first two options, data is sent on paper via U.S. mail.

Information Technology
IT System Support
The IT Manager is responsible for the administration, operation, and security network system.

System issues and the resolution of those issues are openly communicated to the officers of the
Company in person, by phone, or through email as they arise.
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Physical Access Security

AMB operations are responsible for adhering to all state and local building codes and security
specifications. In addition, AMB operations are responsible for maintaining the following:

. Building access is authorized through an electronic key card/fob access controlled by
the IT systems.

. Security cameras are located both inside and outside the building.

. Each of the security zones is recorded using a digital video recorder with a | terabyte
hard drive. The hard drive is overwritten when it is filled to capacity, no more than
48 hours.

. Emergency exit doors.

. Alarm/fire system is connected directly to the police and fire department.

- A secure lockbox is used to ensure cash receipts are secure until processing. Only
authorized employees have access to the cash receipts room and a security camera is
located directly in the cash receipts room.

Access to data center is controlled and limited to authorized employees based on job
requirements. The data center room is automatically locked when not in use by the systems
administrator. AMB has controls in place related to environmental risks. The data center has a fire
extinguisher and smoke detector as well as a separate cooling unit to maintain proper operating
temperature.

The IT Manager is also responsible for monitoring activity and identifying unauthorized access.
Controls are established through the use of firewalls to protect the internal network from external
intrusion. A firewall appliance configured to limit access to necessary protocols protects the
network to prevent unauthorized access to the network. Network traffic through the firewall is
monitored. Antivirus software is deployed on workstations and servers.

Access Management

AMB uses security authentication to grant access to the network and passwords security
parameters have been established for password expiration, minimum and maximum length, and
account lockout settings. After five unsuccessful logon attempts, users are locked out of the
system. All user sign-ons are logged. Management approves all user accounts and access
capabilities. The IT Manager assigns permissions and security rights. Each user is given only the
access authorized by Management based on job responsibilities and access is denied to all other
areas. Once an employee is terminated, they are removed from the network. Logical access is
periodically reviewed by Management.

Data Backup
All servers have a back up power supply installed and daily tape backups are made at the main
office and stored offsite. Daily tape backups are made for all critical databases and folders per a

schedule. Resources are scheduled so that every server completes at least one full backup per
week. Backup procedures ensure all data can be recovered if problems are encountered.
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D. Subservice Organizations Used

AMB relies on systems and services provided by other organizations external to them
(subservice organizations). The achievement of control objectives depends on whether controls
at the subservice organization anticipated in the design of AMB controls were implemented and
operating effectively. The subservice organization is not subject to examination by Sikich LLP.
The following table describes the type of subservice organization used by AMB not subject to
examination by Sikich LL.P.

AMB has identified the following as a critical vendor and utilizes the following subservice
organization for services listed below:

Subservice Organization Service Provided
Data Management Center Outsourcing mail provider
ZirMed© Claims management provider

The Director of Operations is responsible for monitoring and implementing any changes with
Data Management Center.

E. Complementary User Entity Controls

The examination was limited to the activities and procedures at AMB as they relate to its user
entities. Accordingly, the examination did not extend to any activities or procedures in effect at
the user entities. It is each user auditor’s responsibility to evaluate this information in relation to
a user entity’s internal controls in place in order to obtain an understanding of the internal
controls and assess control risk. The portions of the internal controls provided by the user entities
and AMB must be evaluated together. If effective user internal controls are not in place, AMB’s
controls may not compensate for such weaknesses.

This section describes other internal controls that should be in operation at user entities to
complement the controls at AMB. User auditors should consider whether the following controls
have been placed in operation at the user entities:

° Controls are implemented by user entities to provide reasonable assurance that
adequate logical security is in place for the systems residing on AMB premises but
managed by the user such as proper management of user accounts and passwords.

° Controls are implemented by user entities to provide reasonable assurance that
system processing is complete, accurate, and authorized.

° Controls are developed to secure confidential information.

o Controls are implemented by user entities to provide reasonable assurance that
appropriate personnel are available to report issues and to discuss them with AMB
personnel, and to provide AMB with up-to-date emergency contact information.

. Controls are implemented by user entities to provide reasonable assurance that
responses to error messages received by the users are appropriately and timely
resolved or escalated.

s ¥



Controls are implemented by user entities to provide reasonable assurance that all
hardware, software systems, and routers residing at user entities are properly

obtained and maintained.
Controls should be implemented by user entities to provide reasonable assurance that
deposits are processed accurately on their financial systems.
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IV. ANDRES MEDICAL BILLING, LTD.’S CONTROL OBJECTIVES AND
CONTROLS AND SIKICH LLP’S TESTS OF OPERATING EFFECTIVENESS

Objective of Examination

This report on controls placed in operation and tests of operating effectiveness is intended to
provide interested parties with information sufficient to obtain an understanding of those aspects
of AMB’s controls that may be relevant to a user organization’s internal control structure. This
report, when coupled with an understanding of internal controls in place at user organizations, is
intended to assist in the assessment of the total internal control structure surrounding transaction

processing.

Our examination was limited to selected services provided to users and, accordingly, did not
extend to procedures in effect at the user organization. It is each user’s responsibility to evaluate
this information in relation to internal control in place at their client organization to obtain an
understanding of controls and assess control risks. The users’ and AMB’s portions of the
controls must be evaluated together with the user’s portion of controls. If effective user controls
are not in place, AMB’s controls may not compensate for such weaknesses.

Our examination included inquiry of appropriate management, supervisory, and staff personnel;
inspection of documents and records; observation of activities and operations, and re-
performance of controls put into place by AMB. Our tests of controls were performed on
controls as they existed during the period of January 1, 2013 through December 31, 2013, and
were applied to those controls related to control objectives specified by AMB,

The description of controls and control objectives are the responsibility of AMB’s management.
Our responsibility is to express an opinion whether the controls were operating with sufficient
effectiveness to provide reasonable, but not absolute, assurance that the control objectives,
specified by AMB’s management, were achieved during the period covered by our examination.

Tests of Operating Effectiveness

Our tests of operational effectiveness of controls were designed to cover a representative number
of transactions thought the period of January 1, 2013 through December 31, 2013, for each of the
controls listed in Section III, which are designed to achieve the specific control objectives, also
listed in Section III. In selecting particular test of operational effectiveness of controls, we
considered the (a) nature of the items being tested, (b) the types of available evidential matter, (c)
the nature of the audit objectives to be achieved, and (d) the expected efficiency and
effectiveness of the test.

Description of Testing Procedures Performed

Tests performed of the operational effectiveness of controls are described below:

Test Description
Inquiry Made inquiries of appropriate personnel to ascertain the
compliance of controls.
Observation Observed application of specific controls.
Evidential Material Inspected documents and reports indicating performance
of the controls.
Transaction Testing Reperformed application of the controls.
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